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1. THE RISK MANAGEMENT FRAMEWORK 
 
1.1 Scope 
 
The purpose of this framework is to build on the Bureau’s risk management policy (Appendix 
A) by providing practical guidance to enable the implementation of risk management practices 
at all levels of the Bureau of Meteorology.  
 
The risk management framework and procedures are set at the ‘enterprise-wide’ level, 
ensuring that the data that are gathered, sorted, assessed and reported against is directly 
related to the functions of the Bureau.  Systematic risk management practices will help ensure 
that the Bureau takes full advantage of opportunities while also mitigating threats to its 
outputs and operations, thus creating a more resilient organisation - one that has the capacity 
to adapt in a complex and changing environment. 
 
Parts 1 and 2 outline the scope, benefits and terminology used in the risk management 
process. Parts 3-5 comprise the Risk Management Toolkit which provides one common 
overarching process to enable the identification, assessment, evaluation, documentation and 
reporting of risks across the organisation.  In some cases, differing terminology, risk criteria 
and templates are used for general risk assessments and OHS risk assessments.  This is due 
to the OHS legislative and regulatory requirements as well as custom and practice.  However, 
the overall aim of risk management in both disciplines remains the same. 
 
The appendices provide additional information on terminology, source categories and 
templates for the documentation of risk assessments undertaken including templates for OHS 
risk assessments and further guidance for OHS hazard identification and risk assessment.  
Hazard identification templates are also available from the OHS intranet page. 
 
Australian/New Zealand Risk Management Standard AS/NZS/ISO 31000 (2009) and the 
Occupational Health and Safety Act 1991 underpin this framework.  
 

1.2  Risk Management – creates and protects value – people and resources 
 

Risk management is an integral part of all Bureau processes that facilitates effective and 
efficient planning and decision-making by explicitly addressing uncertainty.  Most managers 
and staff already routinely employ risk management practices.  The documentation contained 
in this handbook is designed as an aid to structure, document and review these existing 
practices. 
 
‘Risk is the uncertainty that lies between us and our objectives.  Consequences can be both 
negative and positive and the main purpose of risk management is to magnify the likelihood 
and size of the positive, beneficial consequences, while acting to shrink the likelihood of the 
negative, detrimental consequences’ (Grant Purdy, Broadleaf International, 2008). 
 
Risk management enables us to target and optimise the limited resources available to best 
manage the risks we encounter when carrying out Bureau business.  This means that 
informed decisions are made considering the appropriate management of risks.  
 
Risk management principles and practices are embedded within the Financial Management 
and Accountability Act and Regulations, the Public Service Act and Regulations and the OHS 
Act and Regulations.  The Director and those who hold delegations under the financial 
management and people management frameworks use risk management to inform financial 
and staffing decisions including: 

• the establishment and issuing of Chief Executive Instructions; 
• the consideration and approval of spending proposals; 
• the consideration of indemnities/contingent liabilities that may be entered into as part 

of an agreement, arrangement or contract; 
• the establishment of business continuity plans; 
• the delegation and authorisations to officials and the limits set therein; 
• the establishment of a safe working environment and safe work practices for all 

employees, contractors and visitors; 
• fraud control; and 
• ensuring that payments made to individuals or service providers are correct. 
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Importantly, sound risk management is neither ‘risk avoidance’ nor ‘risky management’.  It is 
about creating consistent, comparable and reliable results through the systematic, structured 
and timely identification, assessment and treatment of risks. 
 
1.3   The objectives of Risk Management in the Bureau of Meteorology 
 
The main goal of risk management is to provide staff with a sound understanding of the 
foreseeable consequences of risk and the likelihood of those consequences occurring. 
 
The objectives of adopting risk management processes in the Bureau are to: 
• ensure that risks faced by the Bureau are understood and managed; 
• ensure that opportunities are recognised and capitalised upon; 
• develop a Bureau-wide approach to risk management, including a common risk language; 
• instil in management an awareness of risk and ensure that risk is considered in all 

decision making; 
• create an environment where all employees will assume responsibility for managing risk; 
• ensure that material risks are appropriately monitored through formal documentation and 

the review of such risks and their key mitigating actions are reported to management on a 
regular and systematic basis; 

• ensure that risks arising from workplace hazards are managed in accordance with 
relevant OHS legislation and guidance material; 

• ensure greater openness and transparency in decision-making and ongoing management 
processes; and 

• ensure resources and operational capabilities are identified, and responsibly and 
efficiently deployed. 

 
1.4  The benefits of Risk Management 
 
A systematic and rigorous approach to risk management will assist the Bureau in achieving its 
mission to observe and understand Australian weather and climate and to provide 
meteorological, hydrological, oceanographic and space weather services in support of 
Australia’s national needs and international obligations. 
  
Risk management will assist the Bureau to: 
• address the effect of uncertainty on the achievement of objectives; 
• establish a reliable basis for decision making and planning; 
• ensure decisions are made taking full account of opportunities and threats; 
• improve financial reporting, governance and program/project delivery; 
• improve stakeholder confidence and trust; 
• review the effectiveness and efficiency of existing risk controls; 
• to promote safe and healthy workplaces; 
• meet occupational health and safety legislative and regulatory compliance; 
• improve fraud control and minimise losses; and 
• increase the likelihood of achieving objectives. 
 
1.5  Who should use Risk Management? 
 
Because risk is a part of the day-to-day operation of the Bureau, all staff have a role in the 
management of risk, in particular, those accountable for achieving strategic objectives, 
program objectives, project objectives or the objectives of an individual activity.  
 
The Executive: The Director and Division Heads are required to identify and assess high-level 
risks that may pose a threat to the achievement of strategic objectives and provide senior 
management mandate and commitment to the risk management framework and the Bureau’s 
outcome.  Additionally, the Occupational Health and Safety Act places an obligation upon the 
Executive and senior managers as the “employer” to take all reasonably practicable steps to 
ensure the workplace is safe and to ensure that OHS arrangements are in place. 
 
Senior Managers: All Assistant Directors, in consultation with Regional Directors, relevant 
governance committees and the Enterprise Portfolio Management Office (EPMO), are 
accountable for the implementation of sound risk management processes within their areas of 
responsibility.   Assistant Directors/Regional Directors need to conduct, record, update and 
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monitor risk assessments as a fully integrated part of the operational planning and reporting 
process. Program Managers and Regional Directors are also responsible for creating an 
environment where staff recognise and accept their personal responsibilities to support risk 
management.  Program Managers are also required to report on key risks at Senior Manager 
Meetings and Risk Sub-committee meetings (as required). 
 
Project managers, teams and coordinators: A risk identification, analysis and evaluation 
should form part of any major project’s initial assessment prior to seeking project approval.  
Subsequent project plans should incorporate a wide-ranging risk analysis and risk 
management strategy to minimise uncertainty and allow for innovative opportunities to be 
investigated.  Project managers will also need to continually monitor and review project risks 
throughout the project’s lifecycle to ensure the management of dependencies with other 
projects and that milestones and objectives are fully met. 
 
Individual employees: The Bureau’s Risk Management Policy (Appendix A) states that an 
objective of establishing a risk management framework is to ‘…create an environment 
whereby all Bureau employees will assume responsibility for managing risk…’.  All employees 
should be familiar with the risk management framework and its application within their areas 
of responsibility.  Additionally, the OHS Act 1991 places an obligation on all employees to 
take all reasonably practicable steps to ensure they do not place themselves or others at risk 
and to comply with any OHS instructions issued by the employer. 
 
It is important to remember risk management cannot be the entire responsibility of one 
person, and that it is a communal activity involving a range of people associated with the 
division, program or project at hand. 

 
2. TERMINOLOGY 
 
2.1 Risk (general) 
 
Risk is defined as the:  
 
‘effect of uncertainty on objectives.’ 
 

Australian/New Zealand ISO Risk Management Principles and Guidelines 31000:2009 
 

An ‘effect’ is a deviation from the expected – positive or negative. 

2.2 Risk Management (general) 
 
Risk management has been defined as: 

2.3 Risk (in relation to OHS) 

 

Risk in the OHS context is defined as: 

 

‘the probability and consequences of occurrence of injury or illness’ 

  

 OHS (Safety Standards) Regulations 1994 
 
2.4 Hazard (in relation to OHS) 
 
Hazard in the OHS context is defined as: 
 
‘the potential to cause injury or illness’ 
 

OHS (Safety Standards) Regulations 1994 

 
‘coordinated activities to direct and control an organisation with regard to risk.’ 
 
         ISO Guide 73:2009 
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2.5 Glossary 
 
A full glossary for general risk management terminology is located at Appendix B of this 
Handbook with an OHS risk management glossary at Appendix C. 
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3. RISK MANAGEMENT TOOLKIT 
 
3.1 The Risk Management process 
 
Risk management should be a continuous process that supports internal changes and 

decisions and allows the organisation to respond well to external changes. For this to take 

place effectively the organisation must embed or integrate risk management with its normal 

business processes. The way risk management is set within the organisational context is 

normally called a ‘risk management framework’ – the policies, arrangements and 

organisational structures to implement, sustain and improve the risk management process. 

(Grant Purdy, Broadleaf International 2009) 

 

The management of risk is an integral part of good management practice.  The realisation of 

opportunities and the achievement of goals and objectives need to be underpinned by a 

sound understanding of the effect (positive and negative) that uncertainty may have on 

outcomes. 

 

The Risk Management Process, as described in the International Standard for Risk 

Management (AS/NZS ISO 31000:2009), is shown below. 
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 Continually Monitor and Review (page 12-15) 

           
Figure 1. Risk management flow chart. 

 

 
Adopting this process will ensure that risk assessment is systematic, rigorous, defensible and 

consistent with the accountability and corporate governance frameworks of the Bureau.  

 

As shown in the flow chart, each step of the risk management process requires 

communication and consultation.   A diversity of input and multiple perspectives helps to 

ensure that: 

(a) the context and objectives of the risk assessment are clear; 

(b) risks are not overlooked and are described clearly; 

(c) the risk evaluation is realistic; and 

(d) risk treatment actions are widely understood and implemented according to 

the timelines proposed. 

 

OHS Hazard Identification 

If you are using this toolkit for the purposes of OHS risk management, it is important to 

understand the difference between a ‘hazard’ and a ‘risk’.  A hazard is something that has the 

potential to cause injury or illness whereas a risk is a measure of the consequences and 

probability (or likelihood) of those consequences that arise from the hazard.  For this reason, 
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the first step in using the above process is the identification of all reasonably foreseeable 

hazards arising from work (mindful that some hazards may be obvious and readily 

identifiable, while other hazards, e.g. noise, chemicals or psychological issues, may be less 

so).   When the hazard has been identified, it is necessary to consider whether there are 

specific regulations that deal with that type of hazard. For example, there are regulations 

which deal specifically with the management of risks arising from the hazards of occupational 

noise, plant, manual handling, hazardous substances, electricity, driver fatigue, heights, 

confined spaces, construction, storage and handling of dangerous goods for example.  

Please refer to Appendix G of this Handbook and the OHS intranet site for further guidance in 

identifying hazards. 

 

STEP 1: Establish the operating and organisational context 

 

Before embarking on a risk identification and assessment exercise, it is important to clearly 

establish the parameters of what you’ll be considering.  This handbook provides the criteria 

for establishing levels of likelihood, consequence and risk.  However, you will need to 

consider the context in which these will be applied.   For example, will you be looking at risk to 

the overall organisation, risk to an individual section or task, risk related to a project, or just 

specific types of risk (e.g. fraud risk or OHS risk). 

 

The context for the risk management process also considers the external and internal 

environment in which the strategy/program/project is being implemented and the factors that 

are critical to the achievement of these objectives.  The identification and analysis of ‘critical 

success factors’, whether they be resources, a reliance on actions by individuals or other 

programs, formal approval mechanisms, external stakeholder expectations, etc, will enable 

you to focus on the core uncertainties that have the potential to contribute to risks. 

 

Key questions for this step: 

• What is the strategy, program, project or activity that is being assessed? 

• What are the critical success factors? 

• What are the outcomes expected? 

• What are the major threats and opportunities? 

• What are the strengths and weaknesses? 

• Who are the stakeholders? 

• What are the significant factors in the Bureau’s internal and external environment? 

• What problems were identified in similar previous assessments? 

 

STEP 2: Identify the risks 

 

The aim of this step is to comprehensively identify uncertainties that might create, enhance, 

prevent, degrade, accelerate or delay the achievement of objectives.   

 

It is important with this step to differentiate between risks and issues (or problems).  Risk 

relates to the effect of uncertainty on objectives, i.e. something that may materialise in the 

future if not proactively addressed through good risk management.  However, an ‘issue’ is a 

loss or adverse effect that has already occurred or is certain to occur, i.e. no uncertainty 

exists.  Issues (which include OHS hazards which present an obvious and immediate danger) 

need to be dealt with effectively by managers to prevent them from contributing to new risks 

or increasing the likelihood and/or consequences of existing risks but do not require the 

application of the risk management framework in order to address issues effectively.   

 

The initial risk identification usually involves key stakeholders. Team involvement at the 

identification stage will help build commitment to and ownership of the risk management 

process and ensure that a diversity of stakeholder views has been considered. The most 

effective way to identify and clarify the risks that may prevent the division, program or project 

from achieving its stated outcomes is through team-based brainstorming or facilitated 

discussion. However, depending on the levels of risk envisaged, other techniques including 

flow-charts, checklists, systems analysis and scenario analysis may also be effective.   The 

involvement of senior management and Health and Safety Representatives is strongly 

encouraged for the purposes of OHS risk identification and assessment exercises. 
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Risks need to be described by noting ‘what could happen’ (the event), ‘how it could happen’ 

(the cause, hazard or source), ‘leading to…’ (the consequences).   A full risk description 

assists with the assessment of the risk and ensures that your concerns are conveyed 

effectively to colleagues, other managers and the Executive. 

 
It is important to differentiate between consequences and risks – injuries, fraud, data 

loss, reputational damage, etc are not risks themselves but consequences of a risk 

event, e.g. if a risk eventuated, data loss would be the consequence. 

 

Risk Sources 

Standard risk categories have been defined as an aid to ensure all relevant risks are identified 

and categorised according to their source (or hazard).  The numbering system is intended to 

classify all risks under a common system for reporting and risk profiling and helps identify 

common causes of risks across the Bureau.  Risk categorisation can point to systemic failures 

that may require ‘enterprise-wide’ treatment rather than limiting control to a single program or 

project. 
 

Table 2. Risk source categories. 
 

Risk identification no. Broad risk category Risk sourced from…. 

 

1.0 

 

Operational 

 

Commercial & legal, contractual 

relationships, reputation & public image, 

security. 

 

2.0 Strategic Changed or misaligned strategic priorities, 

management activities, policy 

 

3.0 Resource Human resources, finance, technology, 

assets and asset control. 

 

4.0 

 

External 

 

Natural hazards, political issues, 

partnerships & external stakeholders  

 

5.0 OHS Occupational health and safety hazards 

(excluding natural hazards) 

 

 

Further guidance on the types of risks sourced under each category can be found at 

Appendix D. 

 

Key questions for this step: 

• When, where, why, how are the risks likely to occur and who might be involved? 

• What is the source (or cause) of each risk? 

• What are the accountability mechanisms – internal and external? 

 

Possible sources of risk: 

• Commercial/legal relationships 

• Socio-political/legal 

• Personnel/human behaviour 

• Financial/market 

• Management activities and controls 

• Technological/technical 

• The activity itself/operational 

• Business interruption 

• Occupational health and safety hazards 
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• Property/assets 

• Security 

• Natural events 
  
STEP 3:  Analyse the risks 
 
Risk analysis is about developing an understanding the risk identified, its consequences and 
estimating their potential likelihood (frequency or probability) of those consequences.  These 
factors are then applied to a matrix to establish a level of risk.  
 
When conducting an OHS risk analysis, it is important to consider:  

(a)  the information available about each identified hazard (e.g. Material Safety 
Data Sheets); 

(b)   the number of people (employees and others) exposed, or likely to be 
exposed to each hazard; 

 (c) the history of incidents or accidents attributed to a hazard; 
(d) the duration/frequency of the exposure; 
(e) the existing safety controls in place and the effectiveness of those controls; 

and 
(f) use the information obtained to assess the likelihood and consequences of 

risks resulting from exposure to the identified hazard/s. 
Further direction on hazard identification and risk control is contained in Appendix G. 
 

Existing Controls 

Existing controls can significantly limit or mitigate the level of likelihood and/or consequence 

(directly influencing the level of risk) and may take the form of policies, devices, codes of 

practice, training, contingency plans and/or contractual and legal documentation.  To be 

considered existing controls, they must be fully in place at the time of the risk assessment.  

Future, or planned controls, are treatment plans (refer Step 5). 

 

The following illustrates the concept of inherent, assessed and residual risk through the 

implementation of controls and treatment plans: 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

Figure 2. Inherent, Assessed and Residual risk. 

The Bureau’s risk management process requires an estimation of consequence and likelihood 

of the consequence (using the tables below) both before the implementation of existing 

controls (inherent risk) and after the implementation of existing controls (assessed risk) 

together with an assessment of the adequacy of existing controls.  An assessment of the 

controls in place may reveal that: 

(a) the controls are inadequate and inefficient in addressing the risk, or; 

(b) too many controls are in place, given the extent of the risk. 

 

Both of these scenarios are an indication of potential resource wastage and point to 

opportunities for managers to divert resources to a more effective strategy for treating risk.

 
Inherent  

Risk 

Assessed 
Risk 

Effectiveness 
of existing 
controls that 
mitigate risk 

Opportunity 
for further risk 
treatment/s 

Residual 
Risk 
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Consequence 

Negligible Low Medium High Extreme  

Consequences are not important 
or not material 

Consequences are somewhat 
important 

Consequences are important  
and significant 

Consequences are very serious and 
very significant 

Consequences are extremely 
serious or catastrophic 

Operations/Information 
Technology 

(Activities and/or 
Service Delivery) 

Insignificant disruption to core 
services  

Negligible impact on service 
provision. 

Minor disruption to core services  

Customers inconvenienced  

Significant disruption to core 
services (less than 24 hours) 

Customers significantly 
inconvenienced  

Severe disruption to core services  

Continuing difficulties in servicing 
customers over a prolonged period 
(1 to 2 days) 

Long term disruption or permanent 
loss of capability to provide core 
services or provide services to 
customers for 2 days or more 

Finance and Fraud Small financial loss that can be 
absorbed by the Section and/or 
Branch 

Financial loss (up to 10%) 
requiring reprioritisation and/or 
reallocation of available funds. 

Petty theft/minor fraud 

Financial loss of 10% to 20% 
requiring the curbing of non-critical 
programs. Significant over-
expenditure.  High impact internal 
or external fraud 

Financial loss of 20% to 40% 
requiring temporary suspension of 
programs.  Major and systemic 
external or internal fraud resulting in 
significant loss of assets or funds. 

Inability to fund core programs due 
to a financial loss of over 40%. 

Environmental Impact Insignificant unintended impact 
on the environment 

Minimal unintended impact on 
the environment 

Significant unintended impact on 
the environment 

Severe unintended impact on the 
environment 

Long term or permanent damage 
to the environmental viability of the 
impact area 

Safety  Nil or negligible injuries that may 
require only local first aid. 

Minor injury (reversible health 
damage) that may require 
medical attention and limited 
ongoing treatment. 

Serious injury requiring medical 
treatment and ongoing treatment 
or lost time. 

Extensive injuries that are 
irreversible or requiring extensive 
surgery 

Fatality or fatalities attributed to 
Bureau actions or omission 

Public Image, Internal 
and External 
Stakeholder Concern & 
Reputation 

Minimal (or nil) effect on 
reputation.  Resolved through 
day-to-day management 

Minor isolated concerns from the 
public, customers or 
management team. 

Bureau not seen as an employer 
of choice.  

Significant and sustained public 
client/stakeholder concern. 

Adverse media publicity through 
real or perceived service failure. 

Major loss of confidence by key 
stakeholders including political 
intervention. 

Bureau or Director subject to formal 
inquiry.  

Reduction in the authority of the 
Bureau. 

Abolition of the Bureau. 

Inability to deliver on mission and 
objectives or government agreed 
outcome. 

Time Insignificant impact on project 
milestones 

Minimal impact on project 
milestones 

Significant impact on project 
milestones 

Severe impact on project milestones Vital impact on project milestones 

Quality Some non-key requirements not 
met 

A key requirement may not be 
met 

Some key requirements may not 
be met 

A majority of key requirements may 
not be met  

Major deficiencies with all project 
deliverables. No requirements 
met. 
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Cost Justifiable additional costs that 
can be absorbed in the project's 
budget 

Additional costs requiring 
reprioritisation and/or 
reallocation of project funds  

Additional costs (>15%) requiring 
submission for supplementary 
funding 

Significant additional costs (25% of 
approved budget)  

100% of budget expended without 
achieving any key deliverables  

The following table is a provided as a guide to the frequency/probability levels that equate to each level of likelihood of the consequences above. 

Likelihood/Probability 

Rare Unlikely Moderate Likely Almost Certain 

Could happen but probably never will May occur only in exceptional 
circumstances 

Might occur at some time Will probably occur in most 
circumstances 

Expected to occur 

 

Table 3. Consequence and Likelihood table 



 

 10

The relationship between consequence and its likelihood produces a level of risk according to 

the matrix below. 

 

Table 4. Risk Level matrix. 

    

Likelihood Consequence     

    Negligible Low Medium High Extreme 

 Almost Certain Significant Major High Severe Severe 

 Likely Moderate Significant Major High Severe 

 Moderate Low Moderate Significant Major High 

 Unlikely Negligible Low Moderate Significant Major 

 Rare Negligible Negligible Low Moderate Significant 

 

 

Severe: must be managed by senior management (Deputy Director level), with detailed 

treatment planning, allocation of implementation responsibilities and resources and regular 

monitoring of progress by the Executive, Audit Committee and Director.  If possible, choose 

an alternative, less risky means of action or decide not to proceed with the policy, program or 

activity. 

 

High: detailed treatment planning and action required at senior levels (Assistant Director 

level) to determine how to reduce the risk and regular monitoring of progress by the 

Executive. 

 

Major: senior management (Assistant Director level) oversight and monitoring of progress 

with risk management treatment action is required. 

 

Significant: identify line management responsibility and monitor progress of risk 

management treatment action.  Where the consequence is greater, ensure that appropriate 

contingency plans are in place and working, perhaps through independent review.  Where the 

likelihood is greater ensure that day-to-day procedures and appropriate management 

processes are put in place, either through self-assessment or independent review. 

 

Moderate: identify line management responsibility and monitor and review treatment actions 

if planned. 

 

Low: manage through existing processes and procedures. 

 

Negligible: unlikely to need specific application of resources or attention beyond a ‘watching 

brief’. 

 

Key questions for this step: 

• What are the current controls? 

• What is the likelihood of risk event occurring with the existing controls in place? 

• What are the potential consequences if the risk event should occur? 

• What is the adequacy of the existing controls in place to manage the risk? 
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STEP 4: Evaluate the risks 

 

Risk Tolerance 

 

This step is about deciding whether risks can be responsibly tolerated or not.  Tolerable risks 

may not require treatment in the following step although a tolerated risk does not imply that 

the risk is insignificant – it could just be well managed through effective controls.   

 

The level of risk tolerance directly relates to the ‘risk appetite’ of the overall Bureau, program 

or project and this risk appetite varies according to the type of risk being assessed.  As a 

general guide, risks rated below ‘significant’ may be tolerated provided that: 

 

• the risk is not an OHS risk (such risks require to be reduced to ‘as low as practicable’; 

• the level of risk is so low that specific treatment is not appropriate within available 

resources (usually ‘Low’ and ‘Negligible’ graded risks); 

• the risk (even if inherently high) is mitigated by an effective existing controls; 

• the risk is such that there is no treatment available.  For example, the risk that a project 

might be terminated following a change in government; 

• the cost of treatment is manifestly excessive compared to the benefit. This applies 

particularly to lower ranked risks; 

• the opportunities presented outweigh the threats to such a degree that the risk is justified. 

 

The risk appetite of the Bureau is related to the strategies it is willing, or unwilling, to pursue in 

order to achieve its objectives.  To ensure appropriate governance, the pursuit of opportunity 

requires due consideration being given to the level and type of risk the Bureau is willing to 

accept.  The following statement is a guide to the Bureau’s risk appetite. 

 

Key questions for this step: 

• What is the tolerable level of risk? 

• Does the level of risk fall within the Bureau’s risk appetite? 

• What is the priority of the risks in relation to other risks? 

 

Table 5. Risk appetite statement. 

 

Finance and 

Resources 

There is no risk appetite for decisions that have a significant 
negative impact on the Bureau’s financial sustainability or expose the 
Bureau to fraud                                                                                        

Corporate 

Governance 

There is no risk appetite for non-compliance with legal or regulatory 
requirements 

OHS There is no risk appetite for strategies that may compromise staff 
safety or the safety of others on Bureau premises.  All ‘reasonable 
practicable steps’ must be taken to address hazards that may create 
such risks 

Operations Whilst there is considerable appetite (up to the ‘moderate’ assessed 
risk level) for service delivery improvements, there is no risk appetite 
for strategies that may negatively affect existing services, 
environmental legislation or compromise employee safety (see OHS 
above) 

Reputation There is no risk appetite for strategies that may impact on the 
Bureau’s reputation with the general public, external stakeholders 
and Government 

 

STEP 5: Treat risks 

 

All risks require treatment regardless of risk level even if it is just a ‘watching brief’ to ensure 

that existing controls are effective in mitigating negative outcomes.   However, for each risk 

rated as Severe, High, Major or Significant, or those that fall into categories that have no ‘risk 

appetite’ level as shown in Table 5 above, it is important that actions to treat the risk are 

identified, prioritised and implemented via a treatment plan.  Importantly, OHS risks cannot be 

tolerated, by law, until all ‘reasonable practicable steps’ have been taken to address the 
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hazard/s creating the risk through the application of controls. Please see Appendix G for 

additional guidance. 

 

The following risk treatment options should be considered in this process in consultation with 

all relevant stakeholders: 

 

• avoid the risk by not proceeding with the policy, program, project or activity or choose an 

alternative means of action that achieves the same outcome.  Risk avoidance may cause 

other risks to become significant; 

• reduce the level of risk by reducing the likelihood of occurrence or the consequence of 

occurrence.  For example, the likelihood of occurrence might be reduced by such things 

as more research, increased controls, revised organisational arrangements, improved 

project management, increased monitoring, improved training or better planning.  The 

consequence of occurrence might be reduced by such controls as contingency planning, 

disaster recovery and business continuity plans, effective contractual arrangements, 

stakeholder consultation and improved public diplomacy; 

• transfer or share the risk by shifting all or part of the responsibility for the risk to another 

party.  This might be done by insurance (COMCOVER), contract, legislation or 

administrative processes; and 

• tolerate and manage the risk where the risk cannot be avoided, transferred or reduced, 

or where the cost of doing so cannot be justified.  If appropriate, the means for 

addressing losses should be identified. 

 

It is rare that a risk treatment will completely eliminate risk. It is important that any remaining 

(or residual) risk is clearly identified and that there is a clear understanding as to why the risk 

was tolerated. 

 

The treatment of risks arising from OHS hazards should be treated through the application of 

the hazard ‘hierarchy of controls’: 

 

1 Elimination 

2 Substitution/Modification 

3 Isolation 

4 Engineering Controls 

5 Administrative Controls 

6 Personal Protective Equipment 

 

Please see Appendix G for more information on the hierarchy of controls 

 

Key questions for this step: 

• What priority should be given to the treatment of each risk? 

• What processes and controls exist, or are needed, to minimise the level of risk? 

• What performance indicators are needed to monitor the level of risk, the performance of 

the control measures and the risk treatments? 

• Who has responsibility for implementing the plan for managing the risks? 

• What resources are needed (people, money, technical equipment)? 

• What options are appropriate for the staff treating the risk? 

 

STEP 6: Continually monitor and review 

 

Monitoring and review is an essential and iterative step in the process for managing risk.  Few 

risks remain static and it is necessary to continually monitor risks and the effectiveness of 

treatment plans and controls that have been implemented and adjust as necessary. 

 

Programs and processes change, as can the political, social and legal environment.  

Accordingly it is necessary to re-examine the risk context to ensure the way in which risks are 

managed remain valid. 

 



 

 13

The process of review and monitoring ensures that risk management strategies continue to 

be a vital part of the Bureau’s processes.  The monitoring of regular performance information 

can assist with identifying likely trends, trouble spots and other changes, which have arisen. 

 

In assisting the Risk Subcommittee with the monitoring and reviewing of the Bureau’s 

performance against the processes of risk assessment and risk treatments, Program 

Managers are requested to formally report regularly on the action being taken to manage their 

risks.   Additionally, Program Managers are encouraged to include the monitoring of risk 

management actions on the agenda for program/project meetings and committees. 

 

Key questions for this step: 

• Are the performance indicators appropriate for identifying trends, trouble spots and other 

changes to the identified risks? 

• Are the assumptions, including those made in relation to the environment, technology and 

resource, still valid? 

• Are the risk treatments effective in minimising the risks? 

• Are the risk treatments comparatively efficient/cost effective in minimising risks? 

• Are the management and accounting controls adequate? 

• Do the risk treatments comply with legal requirements, government and Bureau policies, 

including access, equity, ethics and accountability? 

• What improvements can be made? 

 
3.2  Documentation  

 
Although documentation is an important element of the risk management process, it is 

important to remember that the primary aim of risk management is to understand and identify 

uncertainty and its effect on objectives in order to control it effectively.  Risk registers are 

merely the tool for communicating risk to others, i.e. a record of what risk identification and 

assessment has occurred at a given time. 

 
Risk register 

 
Risk registers are ‘living documents’ because risks themselves do not remain static.   A 

register should be maintained for each program and project and will change regularly as risks 

are re-graded in the light of the effectiveness of the mitigation strategy, and new risks are 

identified. 

 

In the Bureau of Meteorology, two types of risk register templates have been created – one 

for documenting OHS-related risks (Source category 5) and one for other types of risk 

(Source categories 1 to 4).   These templates are shown at Appendix E and F of this 

handbook and can be downloaded from the Risk Management homepage on the Bureau’s 

intranet. 

 
For each risk identified, the risk register records: 

• the risk category and number; 

• the risk owner; 

• a date the risk will be reviewed; 

• a description of the risk, its causes and its impacts (what?, how?, leads to..?); 

• an estimate of likelihood and consequence before any controls are applied; 

• an outline of the existing controls and their adequacy (if any); 

• an assessment of the consequences of the risk should it occur and the likelihood of the 

consequence occurring, given the controls already in place (if any); 

• an estimate of the duration and frequency of exposure to the risk (OHS template only); 

• a risk rating; 

• priority/treatment actions; and 

• an estimate of any residual risk after existing controls and treatment actions have been 

implemented. 



 

 14

 
The Risk Register forms the basis for the individual Risk Management Plans. In smaller, low 

consequence processes, the Risk Register is the Risk Management Plan. In larger projects, it 

is advisable to develop a more detailed Risk Management Plan that outlines more 

comprehensively the various treatment strategies to minimise the identified risks.  Prudent 

practical judgement is needed to decide the level of documentation in particular 

circumstances. 

 

Those responsible for completing and/or signing off on a Risk Register will need to have: 

• good knowledge and an understanding of the program/project; 

• suitable training in risk management; 

• knowledge and an understanding of the key stakeholders; and 

• knowledge and an understanding of the appropriate types of risk management activities, 

or where to obtain them. 

 

Treatment plan 

 

The purpose of treatment plans is to document how and when treatment options will 

be implemented and who will be responsible. 

 

The treatment plan should include: 

• proposed actions; 

• resource requirements; 

• an allocation of responsibilities; 

• the timing for the completion of treatment actions; 

• associated performance measures; 

• reporting and monitoring arrangements; and 

• an estimate of the residual risk level expected after the implementation of the treatment 

plan. 

 
A treatment plan template can be found on the Bureau’s Risk Management 

homepage on the Intranet and specific examples are included at Appendix C. 

 

Reporting 

 
Risk reporting should be a part of the normal planning and monitoring process for 

each of the Bureau’s programs, branches and sections and should be applied at all 

stages of projects. 

 

Program, project and section managers discuss risks and risk treatments at regular 

meetings and, as a guide, risk registers should be updated at least every monthly. 

 

The Risk Management Coordinator arranges the reporting of high-level strategic, 

program and project risks to the Risk Subcommittee of the Bureau of Meteorology 

Audit Committee. 

 

Divisions, Programs and Regions are required to develop and maintain up-to-date 

risk registers in tandem with the strategic and operational planning processes and 

ensure that sound risk management practices have been applied to such plans.  

 

Project managers are required to develop and maintain risk registers in accordance 

with EPMO guidelines. 

 

Program and Project Risk Registers and Treatment Plans should be maintained on 

each Program/Project’s intranet site and also forwarded to the Risk Management 

Coordinator in Head Office for filing and reporting to the Risk Subcommittee.  Links to 

all risk registers will also be included on the Risk Management homepage (unless 
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there is content in the risk assessment that the Program Manager considers should 

be restricted). 

 

Key questions when treating risks: 

• Is the set of operating assumptions (including those addressing the environment, 

technology and resources) still valid? 

• Are the risk treatments effective and comparatively efficient in minimising the risks? 

• Are the management and accounting controls adequate? 

• Do the risk treatments comply with legal requirements and government policies? 

• How can improvements be made? 
 

3.3 Assistance and advice 

 
The Risk Management Coordinator can provide assistance and advice on risk assessment 

and the Risk Management homepage on the Bureau’s intranet provides an additional source 

of reference material including copies of this handbook and risk register/treatment plan 

templates. Where necessary, Internal Audit can facilitate discussions on identifying risk and 

treatment options, and on monitoring and reviewing risk management processes.   The 

Bureau also provides regular risk management workshops through the Staff, Development 

and Training section of Bureau of Meteorology Training Centre.   Project Managers and 

project staff can access the EPMO for guidance on project risk management. 

 
3.4 Further reading/references 

 
The Bureau acknowledges the following publications and documents that have been useful 

sources in the preparation of these risk management guidelines: 

• ISO/AS/NZS31000 (2009): Risk Management Standard  

• ISO Guide 73:2009: Risk Management - Vocabulary    

• Comcover: Better Practice Guide – Risk Management (June 2008)                                                                       

• Management Advisory Board/Management Improvement Advisory Committee Report No. 

22 (1996), ‘Guidelines for Managing Risk in the Australian Public Sector’. 

• Australian/New Zealand Risk Guidelines HB 436:2004. 

• Australian Standard AS8000-2003, ‘Good Governance Principles’. 

• Bureau of Meteorology, Audit Committee Charter (2010). 

• Bureau of Meteorology, Risk Assessment Subcommittee Charter (2008). 

• Comcover - ‘Comcover Risk Management Benchmarking Report 2010 – Bureau of 

Meteorology’. 

• Australian National Audit Office Report No. 3 (2003-04), ‘Management of Risk and 

Insurance Across Agencies’. 

• Bureau of Meteorology, Chief Executive Instructions – 7.8 ‘Risk Management’. 

• Bureau of Meteorology, Chief Executive Instructions – 7.5 ‘Insurance’. 

• Bureau of Meteorology, Chief Executive Instructions – 7.4 ‘Fraud Prevention and Control’. 

• Occupational Health and Safety Act 1991 

• Occupational Health and Safety (Safety Standards) Regulations 1994 

• Occupational Health and Safety Code of Practice 2008 

• Australian Standards (as relevant) 

• Grant Purdy, Broadleaf Capital International Pty Ltd - A Simple Guide to Risk and Its 

Management (2009) 

 

Copies of some of the above references can be obtained from the Risk Management 

Coordinator, the ‘Risk Management Homepage’, the internet or Library. 
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APPENDIX A  
 
Bureau of Meteorology Risk Management policy 

 

Scope 

This policy aims to integrate risk management principles into all program planning, activities 

and management systems and create an environment whereby all Bureau employees will 

assume responsibility for managing risk. 

 
Objectives 

This policy is a statement of the overall intentions and direction of the Bureau related to risk 

management. 

 

Risk management in the Bureau of Meteorology will seek to: 

• ensure that the Bureau is able to meet the Government-agreed outcome of ‘Informed 
safety, security and economic decisions by governments, industry, and the community 
through the provision of information, forecasts, services and research relating to 
weather, climate and water’; 

• assist the Bureau to achieve the objectives outlined in its Strategic Plan and Operational 

Plan; 

• create and protect the value of the Bureau and its services; 

• enable decision makers to make informed choices, prioritise actions and distinguish 

among alternative courses of action; 

• explicitly address uncertainty by providing a framework in which it can be addressed; 

• ensure risk management activities are systematic, timely and structured; 

• ensure risk management activities are based on the best available information; 

• align risk management activities to address the Bureau’s internal and external working 

environment and current risk profile; 

• recognise the capabilities, perceptions and intentions of external and internal 

stakeholders that can facilitate or hinder the achievement of the Bureau’s objectives. 

• ensure that risk is communicated, consulted and relevant to the current Bureau operating 

environment by being transparent and inclusive; 

• ensure risk management is dynamic, iterative and responsive to change; and 

• facilitate continual improvement with the Bureau through continuous improvement in risk 

management maturity. 

 

What is (and isn’t) risk management?  

Risk is the effect of uncertainty on the achievement of objectives.   It is measured in terms of 

the consequences of something happening and the likelihood of those consequences.  The 

risk management process involves the ongoing and systematic application of management 

policies, procedures and practices to identify, analyse, assess, treat and monitor risks.   

 

Choosing to ignore legislation, codes of practice and policies, or making ill-informed reckless 

decisions, is not risk management - it is risky management.   Risk management seeks to 

address the uncertainty that lies between the current state of the Bureau and its short or long-

term objectives.  Consequences can be negative or positive and the aim of risk management 

is to magnify the likelihood and size of the positive/beneficial consequences whilst acting to 

reduce the likelihood of the negative/detrimental consequences. 

 

Risk management is a means of ensuring that informed decisions are made on the 

appropriate management of risks, rather than costly over-control or under-control, which can 

result if we do not have a sound risk management framework in place. 

 
Risk management does not mean that risks can be prevented or avoided entirely.  Failing to 
take action and/or avoiding risk entirely can mean that the Bureau is unable to take 
advantage of opportunities or does not deal adequately with threats or hazards.  Risk 
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management is not an end itself but a tool to assist organisations to achieve their objectives 
and reduce the likelihood, consequence and level of risks to a tolerable level. 

 
Risk Management and corporate governance 

The management of risk is not new to the Bureau.  The identification and management of 

risks has been, and will continue to be, inherent in the work we do and how we do it.  

Examples where risk management is demonstrably part of management policy in the Bureau 

include fraud control, financial management, OHS, internal audit plans, privacy protection, 

and project management. These are all risk management strategies because they:  

• address particular areas of risk faced by the Bureau; 

• seek to ensure that a particular quality of outcome, protection or service is achieved; and  

• provide a basis for action which, if followed, minimises the impact of risks that occur 

and/or the likelihood of risks occurring.  

 
The rapid pace of change in our work together with increased accountability and flexibility for 

managers and staff means that we need to manage risk more formally and systematically 

now and into the future. 

 

To meet the increased accountability requirements while pursuing the Government’s 

objectives, the Bureau, like all agencies, needs to have the means to ensure it is effectively 

directed and controlled.  Effective corporate governance is considered by the Government to 

be essential for all Australian public sector agencies. 

 

Risk management is a key component of effective corporate governance in that it: 

• allows for better informed judgments through providing a systematic identification of risks; 

• provides a more rigorous basis for planning by work units through a structured 

consideration of the key risks; 

• is based on prevention rather than reaction; 

• provides a safety net by reducing the likelihood of costly surprises and allows senior 

management tolerance of risks and treatment strategies; 

• promotes the streamlining of processes; 

• provides a mechanism for formalising and coordinating existing risk management 

practices in the organisation; 

• provides greater openness and transparency in decision-making and ongoing 

management processes; and 

• promotes a culture of continuous improvement with line management more responsible 

for managing risks. 

 
Principles 

The Bureau’s approach to risk management is underpinned by the following principles: 

• risk management is the responsibility of all staff; 

• risk management is an essential element of the corporate governance of the Bureau and 

should be applied on a consistent and systematic basis in all divisions, programs and all 

major projects; 

• risk management undertaken in the Bureau will be in accordance with the International 

Standard (AS/NZS ISO 31000:2009: Risk Management Principles and guidelines); 

• OHS risk management will be undertaken in the Bureau in accordance with the 

Occupational Health and Safety Act 1991 (as amended) and its associated Regulations 

and Codes of Practice; and 

• the Bureau will ensure that staff and managers have the necessary risk management 

training, skills and assistance to undertake effective risk management on a consistent 

basis across the organisation. 

 

The Bureau’s approach to risk management   

In order to give effect to the Bureau’s principles and objectives for risk management, the 

following arrangements have been instituted: 
• the Risk Subcommittee (RSC) will monitor and review the implementation of the Bureau’s 

Risk Management framework and report on significant actions to the Bureau of 

Meteorology Audit Committee (BMAC); 
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• the Bureau will formally review and update its Program Risk Management Plans on an 

annual basis, as part of annual operational planning processes; 

• Program and key project risk registers will be kept up-to-date and reviewed within each 

program as an integral part of its ongoing program management activities; 

• the Bureau will issue a ‘Risk Management Handbook’ as an approved methodology for 

the identification, analysis and treatment of risks.  The Handbook will be revised as 

necessary to take account of changed public sector requirements, Standards Australia 

changes, and changes to the Bureau’s structure and/or operating model.  

 

The ongoing process for risk management in the Bureau incorporates the following key 

elements: 

• The Bureau Executive will, as part of the annual strategic planning cycle, consider the 

‘whole of organisation’ strategic risks facing the organisation and communicate these, 

via a risk register to Program Managers; 

• The Bureau Executive will take account of the higher level risks identified by their 

component programs when identifying the strategic risks facing the Bureau; 

• The Bureau Executive will be briefed on program risk via Section Heads meetings, 

regular risk profiling and audit reporting; 

• Program and project managers will maintain up-to-date risk registers and publish 

them on their intranet sites; 

• Program managers, project managers and Regional Directors will proactively 

communicate risk that may have an impact on other programs or regions;                                                                                

• Program managers, project managers and Regional Directors will take account of the 

risks identified by Division Heads that potentially impinge on their activities in 

developing their plans and consider specific risks to the successful achievement of 

their outputs; 

• Program managers will formally report through the Risk Sub-Committee to the 

Bureau of Meteorology Audit Committee on the actions being taken to manage risk 

on a six monthly basis (or more frequently if requested).  The BMAC will report to the 

Director on the same basis; 

• Program managers will report at Senior Management Meetings on key risks; 

• Program managers will actively consider risks identified within the Regions when 

updating program risk registers; 

• all major projects will incorporate risk assessment and risk management frameworks 

within these projects will be formally monitored and reviewed on a regular basis; 

• all costing and pricing quotations will incorporate a risk assessment as part of the 

process for evaluating a paid service request; 

• the Strategic Planning Section of Corporate Division, together with Internal Audit will 

provide advice and assistance to Bureau staff on the implementation of Risk 

Management; and 

• risk management awareness training will be provided across the organisation as a 

part of the Bureau’s overall training and staff development program. 

 
Roles and responsibilities 

All staff are responsible for risk management and need to be familiar with and competent in 

the application of this policy and be accountable for its implementation within their areas of 

responsibility. Additionally, the OHS Act 1991 places an obligation on all employees to take all 

reasonably practicable steps to ensure they do not place themselves or others at risk and to 

comply with any OHS instructions issued by the employer. 

 

A number of positions and committees have specific responsibilities for risk management in 

the Bureau. 

 

1. Bureau of Meteorology Audit Committee (BMAC) - the BMAC Charter states that it will 

foster the effective management of risk by: 

• acting as a forum for review of areas of risk to the operation of the Bureau; 

• advising the Director of Meteorology on the existence, nature and effectiveness of 
internal controls in managing risk across all areas and functions of the Bureau; and 

• communicating to the Director of Meteorology any matters it is aware of that might 
have a significant impact on risks. 
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2.   Risk Sub-committee responsible for 

• responding to risk management issues referred to it by the BMAC; 

• oversighting the assessment of risks; 

• oversighting the establishment of a Risk Register for all risks rated at ‘significant’ 
or greater; to be maintained by the Strategic Planning Section of 
Corporate Division; 

• providing the BMAC with a summary listing of all risks rated as ‘significant’ or greater 
on the Risk Register; and 

• reporting to the BMAC on the management of risk in the Bureau. 

 

3. The Executive - responsible for 

• oversighting and monitoring the identification and management of key risks; 

• identifying, reporting and managing key strategic-level risks; 

• as the “employer”, take all reasonably practicable steps to ensure the workplace is 

safe and ensure that OHS arrangements are in place; 

• regular monitoring of progress with treatment plans and actions for key strategic-level 

risks; and 

• coordinating the process of risk management in the Bureau, based on advice from 

the BMAC. 

 

4. Program managers - responsible for 

• ongoing risk assessments and treatment plans that are integrated with operational 

planning processes; 

• ensuring that all relevant staff (including regionally-based staff) are involved in the 

identification and treatment of risks; 

• reporting on key risks at Senior Manager Meetings; 

• regular monitoring of progress with treatment planning and actions for key risks; and 

• ensuring that staff receive adequate training for the task. 

 

5. Deputy Director (Corporate) - responsible for 

• providing a regular risk reports to the Executive; and 

• the coordination of hazard identification, guidance material, management and 

reporting of Occupational Health and Safety risk as required by relevant Acts, 

Regulations and Codes of Practice. 

 

6. All Bureau Managers (including Regional Directors) - responsible for the implementation 

and maintenance of sound risk management within their areas of responsibility and the 

regular communication of risks to, for Regions, Deputy Director (Services) or, for Head 

Office managers, the Program Manager; 

 

7. Bureau of Meteorology Training Centre (BMTC) – Responsible for the coordination of 

Risk Management Training, based on reference material identified in the Risk 

Management Handbook; 

 

8. Strategic Planning Section (Corporate Division) – responsible for 

• updating the Bureau’s Risk Management Policy and Handbook in the light of 
experience and developments in risk management standards and techniques; 

• the provision of advice and assistance to all areas of the Bureau on risk 
management; 

• coordinating strategic, program and project risk identification and assessments and 
the reporting to the RSC; and 

• maintaining an up-to-date enterprise-wide Risk Register. 
 
 

9. Enterprise Portfolio Management Office (EPMO) - responsible for 

• ensuring risk assessments and treatment plans are integrated with project planning 

processes; 

• ensuring that all projects involve relevant staff in the identification and treatment of 

risks; 
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• reporting on key risks to the Risk Sub-committee; 

• conducting project health checks to ensure regular monitoring of risks; and 

• ensuring that project staff receive adequate training for project risk management 

processes. 

 

10. Manager OHS – Responsible for reporting on the management of Occupational Health & 

Safety risk to the Risk Subcommittee and overseeing the implementation of OHS risk 

management according to the framework provided in the Risk Management Handbook 

and OHS legislation, regulations and codes of practice. 

 

 

Risk management has been formally sanctioned in the Bureau’s Chief Executive Instructions 

– Chapter 7.8 – Risk Management, which applies to all staff. 

 
 
 
 
Approved: 
Director of Meteorology  
 
Issued:    20 January 2011 
Review by:  January 2013
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APPENDIX B  
 
General Risk Terminology 
 
Consequence The outcome of an event affecting objectives.  

 

Context defining the external and internal parameters to be 

taken into account when managing risk, and setting 

the scope of a risk assessment. 

 

Controls A measure that is modifying risk. 

 

Control assessment A systematic review of processes to ensure that 

controls are still effective and appropriate. 

 

Effectiveness Effectiveness of risk management, control, and 

governance processes is present if processes are 

operating in a manner that provides reasonable 

assurance that the Bureau’s objectives and goals will 

be achieved. 

 

Event The occurrence or change of a particular set of 

circumstances. 

 

Hazard A source of potential harm. 

 

Inherent risk The risk to the Bureau in the absence of any actions 

management might take to alter either the risk’s 

likelihood or consequence. 

 

Likelihood The chance of something happening. 

 

Monitor Continual checking, supervising, critically observing 

or determining the status in order to identify change 

from the performance level required or expected. 

 

Residual risk The risk remaining after risk treatment. 

 

Risk The chance of something happening that will have an 

impact on objectives.  Risk is measured in terms of 

consequences and likelihood. 

 

Risk analysis The process to comprehend the nature of risk and to 

determine the level of risk. 

 

Risk appetite amount and type of risk that an organisation is willing 

to pursue or retain. 

 

Risk assessment overall process of risk identification, risk analysis and 

risk evaluation. 

 

Risk aversion An attitude to turn away from risk. 

 

Risk description A structured statement of risk usually containing three 

elements: event, cause and consequence. 

 

Risk evaluation The process of comparing the results of risk analysis 

with risk criteria to determine whether a risk and/or its 

magnitude is acceptable or tolerable. 
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Risk identification The process of finding, recognising and describing 

risks. 

 

Risk level Magnitude of a risk or combination of risks, 

expressed in terms of the combination of 

consequences and their likelihood. 

 

Risk management The culture, processes and structures that are 

directed towards realising potential opportunities 

whilst managing adverse effects. 

 

Risk management process The systematic application of management policies, 

procedures and practices to the tasks of 

communicating, establishing the context, identifying, 

analysing, evaluating, treating, monitoring and 

reviewing risk. 

 

Risk matrix Tool for ranking and displaying risks by defining 

ranges for consequence and likelihood. 

 

Risk owner Person or entity with the accountability and authority 

to manage a risk. 

 

Risk reduction Actions taken to lessen the likelihood, negative 

consequences, or both, associated with a risk. 

 

Risk sharing Form of risk treatment involving the agreed 

distribution of risk with other parties. 

 

Risk source An element which alone or in combination has the 

intrinsic potential to give rise to risk. 

 

Risk tolerance An organisation’s or stakeholder’s readiness to bear 

the risk after risk treatment in order to achieve its 

objectives. 

 

Risk treatment The process to modify risk. 

 

Stakeholders Those people, organisations and interested parties 

who may affect, be affected by, or perceive 

themselves to be affected by a decision, activity or 

risk. 
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APPENDIX C  
 
 

OHS Risk Terminology 

 
Consequence    Outcome or impact of an occurrence 
 
Exposure   Occurs when a person is exposed to a hazard 
 
Harm Death, injury, illness (including psychological illness) or 

disease that may be suffered by a person because of a 
hazard or risk. 

 
Hazard    Potential to cause injury or illness. 
 
Hazardous Situation A situation that has the potential to cause injury or illness to 

an individual. 
 
Likelihood Describes the probability or frequency of an injury or illness 

occurring 
  
Risk The probability and consequences of occurrence of injury or 

illness 
 
Risk Assessment The process of evaluating the probability and consequences 

of injury or illness arising from exposure to an identified 
hazard or hazards. 

 
Risk Control                               The process of managing the elimination or minimisation of a 
                                       risk to health and safety
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APPENDIX D  
 
Risk source category descriptions 

 
 
No. Risk category (defines the source of risk) 

 

1 
 

Operational 

Risks arising from: 

• commercial exposures arising from the arrangements and information relied upon 

for decision-making and service delivery;  

• legal liabilities, contractual obligations, probity, legislative and regulatory 

obligations, breach of duty of care, service standards, service level agreements, 

compliance with instructions issued under legislation and the legislation itself;  

• governance aspects including diligence, probity, ethical conduct, management of 

stakeholder expectations; 

• project outputs and interdependencies; 

• contractual relationships, duty of care and oversight risks;  

• outsourced operations; 

• internal stakeholder relationships, duty of care and regulatory risks;  

• communication and media strategies; 

 

2 Strategic 

Risks arising from: 

• agency-wide policy development; 

• business planning; 

• implementation of policies, accountability and ownership frameworks, risk 

ownership; 

• a misalignment of program strategic priorities with Bureau strategic priorities; 

• setting and creating vision and organisational direction. 

 

  

3 Resource 

Risks arising from: 

• human resource policy, procedure and practice (excluding OHS policy).  This 

includes accountabilities, employment and induction processes, staff satisfaction, 

discrimination, etc; 

• internal fraud, resource usage and allocation; 

• task and functional supervision and stewardship; 

• finance including electronic commerce, inappropriate budgets, financial system 

failures, taxation rates, interest rates, exchange rates, loss of revenue and 

increase in costs, underlying economic activity that impacts upon the organisation; 

• IT including data corruption, loss of records, viruses, firewalls, backups, training, 

reliability of systems, adequacy of IT support, linkages between systems, 

contingency plans; 

• asset risk exposures related to the tangible property assets of the agency, like 

buildings, vehicles, plant and equipment, records, data, intellectual property (like 

patents and trade marks). 

• project resourcing – time, cost and quality of deliverables 

 

 

 



 

 25

4 External 

Risks arising from: 

• non-contractual relationships, strategic partnerships and alliances and their 

implied or actual accountabilities and responsibilities. For example, MOU 

(Memorandum of Understanding), CSIRO, the media, aviation, defence; 

• machinery of Government changes, public policy, interests and objectives 

(expectations) of key political stakeholders; 

• external stakeholder relationships; 

• public perception and reputation; 

• environmental, cultural and political change; 

• natural hazards, such as floods, fire, earthquakes, storms, landslides, lightning, 

hail, drought;   

• criminal activity, including external fraud, directed towards the Bureau's 

operations; 

• damage to property and infrastructure, preventing people from getting to work, or 

disrupting the Bureau’s ability to provide service to customers (through damaging 

lines of communication, power supplies or transport systems). 

 

 

5 Occupational Health and Safety (OHS) 
Risks arising from or identified through: 

• audits 

• injury to staff, contractors and customers including accidents, injuries and death 

• near-misses 

• hazards - unsafe working conditions, inappropriate working practices. This 

category includes plant, hazardous manual handling, asbestos, chemicals, 

hazardous substances, outdoor exposure but excludes natural hazards (see 

‘External’ category). 
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APPENDIX E 
 
Bureau of Meteorology general risk register and treatment plan templates 

 
How to use these templates? 
 
The general risk register and treatment plan templates consist of headings and a table that 
reflect the nature of the information that is required to address risks at the strategic, program 
and project level.   The completed Risk Register should be concisely worded to quickly 
convey the essential information avoiding the use of project/program-specific acronyms. It 
should be reviewed and updated on a regular basis (at least every 6 weeks). 
 
Please do not use the risk register template for OHS-related risks (Source Category 5).  
These risks should be recorded on the template at Appendix F. 
 
Should you require any assistance or explanation about completing this register, please 
contact the Risk Management Coordinator on extension 4249. 
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A blank risk register template can be downloaded from the Risk Management intranet site which also contains examples of completed risk registers. 

 

 
Risk Register

Risk Number
Risk Owner (the person with 

accountability and authority to 

manage the risk)

Review Date Risk Category ID Description of Risk
Is Risk Tolerable?     

Y/N

Unique Risk Number (e.g. 

FBB1, CAWCR2, etc)

Insert position acronym or name 

of risk owner

Insert the date on 

which the risk will be 

next reviewed

The source of the risk - 

see page 7 of the 

handbook (ie: operational, 

strategic, resource, 

external)

Provide a full and detailed description of the risk 

event, causes and consequences, ie: what could 

happen, how it could happen, leading to...

Likelihood 

rating
(using the table on 

page 9 of the 

Handbook)

Consequence 

rating
(using the table on page 

9 of the Handbook)

Description (describe the controls 

currently in place to reduce levels of 

likelihood and/or consequence)

Adequacy 
(effective, partially effective, 

ineffective)

Likelihood rating
(using the table on page 9 

of the Handbook)

Consequence rating
(using the table on page 9 

of the Handbook)

Assessed Risk Level 
(using the matrix on page 

10 of the Handbook)

(the Bureau's 'risk appetite' 

is stated on page 11 of the 

Handbook)  

Completed by:

Participants:

Comments:

The consequences of the risk event 

happening (pre-controls)

Existing Controls (the policies, procedures, monitoring, and 

communication activities and other initiatives that are currently in place 

to reduce the risk)

Division/Program/Project/Region Name:

Division/Program/Project/Region Objective/s:

Risk Analysis (post-controls)

Division/Program/Project Manager/RD:

Location:

File Ref:

Date of Risk Analysis:

 Table A1. Risk register template. 
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Risk Treatment Evaluation/Plan

Risk Number Description of Risk Proposed treatment/s
Resources required to 

implement

Timetable for 

implementation
Responsible officer

Monitoring and 

Review Strategies

Performance 

Measures
Completed Residual Risk

(from Risk Register) (from Risk Register)
What actions are planned to reduce the risk to a tolerable 

level?

Insert the estimated level of resources 

required to implement this plan.  A 

treatment plan is not a 'wish list' and should 

be focussed on the realistic level of 

resources needed to treat the risk.

Insert key date/s for 

implementation

Officers from other 

programs should not be 

included unless 

consultation and agreement 

has been reached

The processes and 

procedures to be put in place 

to monitor the 

implementation of these 

actions

What are the performance 

indicators to be used during 

the implementation of this 

plan?

Insert yes, no or partial.  

Once fully completed, the 

treatment becomes an 

existing control on the risk 

register

What is the estimated 

level of residual risk 

after the 

implementation of this 

plan?

Comments:

Division/Program/Project Name:

Division/Program/Project Manager:

Date:

Completed by:
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APPENDIX F – OHS Risk Assessment Record (a soft copy can be downloaded from the OHS Homepage). 
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APPENDIX G 
 
Additional guidance for OHS Hazard Identification and Risk Assessment 

. 
Duties of Employers 

 

Risk management involves the establishment of an appropriate framework and culture for health and safety 
within an organisation. It is an ongoing systematic process of identifying hazards then analysing, evaluating, 
treating, monitoring and communicating risks associated with any activity, function or process with the 
objective of minimising the risk of harm or injury arising from a hazard.  

To ensure that risks are managed in accordance with the duties under the Occupational Health and Safety 
Act 1991 and specific requirements set out in the Occupational Health and Safety (Safety Standards) 
Regulations 1994, it is necessary to utilise a four–step risk management process: 

Step 1. identify the hazard; 

Step 2. assess the risk associated with the hazard; 

Step 3. control the risk; and 

Step 4. review the process. 

When undertaking the risk management process, employers should be practical about the ways in which 
they identify hazards and the potential risks associated with them, including times of maintenance.  
Employers should identify hazards and conduct risk assessment from the design and planning phases 
through to workplace operations where employees use plant, equipment, hazardous substances and 
dangerous goods. 
 
Hazard vs Risk 
 
The following example may help to understand the difference between and a ‘hazard’ and a ‘risk’. 
Electricity – is the hazard, given that it has the potential to cause injury or illness. The risk from exposure to 
the above hazard means the likelihood and consequences of electrocution or a burn injury due to coming 
into contact (exposure) with voltage and/or amperage or current.   
 
Hazard Identification 
 
An employer must ensure that appropriate steps are taken to identify all reasonably foreseeable hazards 
arising from work which may affect the health or safety of employees or other persons at work. 
 
"Hazard identification" is the process of identifying all situations or events that could give rise to the potential 
of injury or illness. Thus, it involves identifying all the sources that have a potential to cause injury or illness.   
As an example, if there is a potential for the operator of a grinding machine to be cut by flying particles 
generated by the material being ground, then the flying particles would need to be identified as a source of 
hazard associated with the use of that plant. 
 
Employers should not limit themselves to situations that they have experienced.  Rather they should try to 
anticipate all possible types of failure, system failure, lack of consideration of ergonomic requirements and 
types of human errors and how these could combine to create a situation that could cause a risk to health or 
safety. 
 
Human error can be defined as any part of a set of human actions that exceeds a set limit of acceptability. 
Most errors are unintentional, unpremeditated actions that are inappropriate in the given situation. Some 
errors may be intentional.  These occur when the person performs an action that is incorrect, but believes it 
to be correct or to be a better method of achieving the desired result.  Thus, human error can also be 
defined as an inappropriate or missing action or response (deliberate behaviour, calculated to damage the 
system, is not considered human error.)  
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Reference to the Occupational Health and Safety (Safety Standards) Regulations 1994 will be necessary to 
identify specific considerations for hazard identification relevant to noise, plant, manual handling, hazardous 
substances, confined spaces, dangerous goods, hazardous facilities, electricity, driver fatigue, construction 
work and fall from above 2 metres.  
 
Common workplace hazards 

 

Mechanical hazards  Plant, equipment and items (and parts of them) that have the 
potential to cut, rip, tear, abrade, crush, penetrate, produce 
projectiles or cause sudden impact. 

Chemical and biological hazards Chemicals, compounds, materials, powders, dusts and vapours 
that have the potential to impair health, have adverse effects on 
human reproduction, cause disease or have explosive, 
flammable, toxic or corrosive properties. 

Sources of energy A range of sources of energy that have the potential to cause 
harm, including electricity, heat, cold, noise, high powered light 
and damaging radioactive sources. 

Body stressing or impact hazards Activities that cause stress to the muscles and/or skeleton, 
including manual handling of people, animals, goods or 
materials and things or circumstances that can cause a person 
to slip, trip or fall at the same level. 

Gravity Activities that are carried out where a person can fall or an 
object can fall onto people. 

Psychological hazards Events, systems of work or other circumstances that have the 
potential to lead to psychological and associated illness, 
including work-related stress, bullying, workplace violence and 
work-related fatigue. 

 
Risk Assessment 
 
"Risk assessment" is the process of determining whether there is any risk associated with each of the 
hazards identified, that is, whether there is any likelihood of injury or illness.  For each hazard identified, the 
employer should ensure the risk assessment involves consideration of any likelihood for people to be 
exposed to the hazard.  The assessment of whether there is any likelihood for people to be exposed to the 
hazard should involve a critical review of the adequacy of any risk control measures (if any) already 
implemented to eliminate or control the risk. 
 
Each of the identified risks associated with a hazard needs to be analysed to develop an understanding of 
how harm can be caused.  In doing so: 

• take account of existing health and safety controls; 

• look at how work is actually being carried out rather than relying on written manuals and work 
procedures; and 

• look at abnormal situations, as well as how things are normally meant to occur. Consider 
maintenance and cleaning, as well as breakdowns of equipment and failures of health and safety 
controls. 

 
Doing a risk assessment – work out the likelihood of harm occurring 

 
The likelihood that a hazard will cause harm will influence decisions about how much effort needs to be 
taken to control the risks. 
 
Estimating likelihood can be based on what is known about a risk, the actual circumstances of the 
workplace and the way work is really done. It should be sufficient to qualitatively rate the likelihood using the 
following descriptions of probability and frequency: 
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It is not usually necessary to quantify frequencies or probabilities to understand the likelihood of harm 
occurring. 
 
Carrying out a risk assessment provides an understanding of what harm hazards can cause, how the 
hazards cause harm and the likelihood that harm will occur. 
 
 
Risk assessments are best conducted by a small group rather than by a person alone. The most successful 
risk assessment outcomes will be achieved if: 
 

• the group conducting the assessment has the knowledge and expertise to identify all the hazards 
and the risks associated with the hazards; 
 

• the group is able to properly assess the risks considering the likelihood (how likely is it to occur) the 
consequences that could reasonably be expected if the event did occur (is it likely to be a death or a 
serious injury or any other outcome) and consider the duration and frequency of the exposure (the 
risk profile changes accordingly, if a person is exposed once a month for 30 mins as opposed to a 
person being exposed 8 hours a day 5 days a week-the likelihood will certainly increase). In some 
risk management processes where exposure (duration & frequency) are not considered the risk can 
be significantly under-rated and hence not properly controlled; and 

 

• the group can identify all the compliance requirements, understand them and then apply them to the 
“Hazard ID” and the “Risk Assessment” process in order to arrive at the most appropriate risk 
control measures given the requirements for the highest level of health and safety protection that is 
“reasonably practicable” in the circumstances; as well as consideration of the “Hierarchy of Risk 
Control” in relation to each risk individually. 

 
Unless these steps are followed it is very possible to produce risk assessments that do not identify all the 
hazards and associated risks and/or identify risk controls that are inappropriate and do not deliver the safety 
outcomes required from the risk assessment stage.  
 

DO NOT COMPROMISE SAFETY - SOMEONES LIFE MAY DEPEND ON IT 

 
Control 
 
In the above example using electricity as a hazard, in order to control the risks posed we might consider 
using AS-3000 for wiring instruction, use earth leakage devices, Residual Current Devices (RCD), Safety 
switches, fuses, etc, we might further consider providing electrically insulated boots, tools gloves, we might 
have to write procedures, conduct induction programs, train people, ensure they are competent and 
licensed. These are some of the ways in which we might try reduce the risk so far as is reasonably 
practicable.  
 
Duty-holders are required to ensure health and safety by controlling risks. Risks must be controlled by 
eliminating them so far as reasonably practicable or, if this is not possible, reducing the risks that remain so 
far as reasonably practicable. 
 
Arriving at appropriate controls involves: 

Probability Frequency 

Almost Certain 
Likely 
Moderate 
Unlikely 
Rare 

Continuously 
Frequently 
Occasionally 
Infrequently 
Rarely 
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• Identifying the options for controls. A control option may be a single control or it may be made up 
of a number of different controls that together provide protection against a risk; 

• Considering the control options and selecting a suitable option that most effectively eliminates or 
reduces risk in the circumstances; and 

• Implementing the selected option. 
 
Note: mandatory controls specified in the Safety Standards must be implemented regardless of the results 
of the results of the method in this procedure. 
 
Reasonably Practicable 
 
As the employer, managers and supervisors are required to ensure health and safety so far as reasonably 
practicable. Determining what is reasonably practicable to protect people from harm involves weighing up 
all the following matters and making a judgement about what is reasonable in the circumstances: 

• The likelihood of a hazard or risk occurring; 

• The degree of harm that would result if the hazard or risk occurred; 

• What the duty-holder knows, or reasonably ought to know, about the hazard or risk, and any 
ways of eliminating or reducing the risk; 

• The availability and suitability of ways to eliminate or reduce the hazard or risk; and 

• The cost of eliminating or reducing the hazard or risk. 
 
Step 1 and 2 will provide information about the hazards and risks in the workplace and their likelihood and 
degree of harm. 
 
Duties of Employees 
 
An employee must, at all times while at work take all reasonably practicable steps to ensure that they do not 
take any action or make an omission that creates a risk or increases a risk themselves or to another 
employee; and where their employer has a duty or obligation imposed on them by legislation, that they co-
operate with their employer to enable the employer to fulfil that duty; and that they use equipment in 
accordance with instructions given by their employer consistent with its safe and proper use. 
 
Aside from employers, other groups have specific responsibilities.   
 
Duties of Manufacturers, Suppliers, Erectors and Installers  

Manufacturers, suppliers, erectors and installers have a general duty to take all reasonably practicable 
steps to ensure that employees are safe from risks to health and safety arising from the use of plant and 
machinery at work. In addition to the general duty, manufacturers and suppliers have specific duties in 
regard to conducting research, testing and examining plant, machinery and substances to assist in the 
control of identified risks. They must provide information to employers related to the safe use of plant and 
substances (see sections 18 and 19 of the Act). Manufacturers and suppliers should follow the risk 
management process prescribed in Part 4 of the Safety Standards Regulations.   

Hierarchy of Risk Controls 
 
Employers are required to eliminate hazards, if this is not possible then minimise the risk of exposure to 
harm to the lowest possible level. Controlling risks for certain hazards will require you to comply with 
specific controls set out in OHS legislation. 

In many instances a combination of control measures is used to control hazards. The following 
list is known as the “hierarchy of risk controls”. The higher order control must be used, (with 1 
being the highest and 6 the lowest), unless a higher order of control is not reasonably practicable 
to implement (refer to the OHS intranet site for more information). 
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1. Eliminate the Hazard from the workplace (Consider Safe Design Principles) 

Try to ensure that hazards are designed out when new materials, equipment and work 
systems are being planned for the workplace.  

2. Substitute 
Where possible remove the hazard or substitute with less hazardous materials, equipment 
or substances. 

3. Isolate the Hazard 
 This can be done through the use of guards, enclosing a noisy process from a person; use 

of remote handling techniques.  
4.      Engineering Controls 

 This can be done through local or general exhaust ventilation systems; machine guarding; 
scaffolding.  

5. Administrative controls 
 Establish appropriate procedures such as: 

* Job rotation to reduce exposure time or timing the work so that fewer employees 
are exposed 

* Routine maintenance and housekeeping procedures 
* training on hazards and correct work methods 

6. Personal Protective Equipment (PPE) 
Provide suitable and properly maintained personal protective equipment and ensure 
employees are trained in its proper use. Examples include gloves, HPD’s (Hearing 
Protection Devices) etc. The emphasis on the above is on controlling the hazard at the 
source. Whichever methods are used, the effectiveness should be monitored regularly.  If 
the hazard cannot be eliminated, a combination of the above control measures may need to 
be taken to minimise the risk to acceptable levels. 

 
SAFE PLACE is achieved by using higher order controls such as all those above “administrative controls” 
SAFE PERSON is where the application of “administrative and/or PPE controls” are used.  
Employers should use the hierarchy of control to determine the most appropriate method with respect to risk 
control. This approach involves designing out or removing hazards at the source where possible and 
controlling any residual risks by engineering or organisational means.  

Elimination 

Employers should first ensure, where reasonably practicable, that any hazards identified are eliminated, as 
elimination of hazards is the most effective control measure. 
 Elimination prevents factors, such as human error, lack of awareness, stress, fatigue, acting reflexively or 
giving priority to operational or production demands, from influencing the selection of the most appropriate 
control measure. Elimination of a hazard might include:  

• removing trip hazards that clutter corridors; 

• disposing of unwanted chemicals; 

• removing hazardous plant or substances; 

• promptly repairing damaged equipment; 

• ceasing a dangerous work practice; and  

• ensuring new equipment meets the ergonomic needs of users.  
 
Elimination of a hazard is best achieved at the design stage of any plant, equipment or process. This is 
often referred to as ‘safe design’ and is a concept which can be applied across all industries to eliminate 
hazards at the source.  
 

Substitution controls  

SAFE 
PERSON 

Less 
Effective 

SAFE 
PLACE 

Most 
Effective 
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Where elimination of the hazard is not reasonably practicable, the hierarchy of controls advocates 
substitution as the next means of minimising the risk to employees from an identified hazard.   
Employers should consider substitution of the hazard with one that poses a lesser risk that still performs the 
same task in a satisfactory manner. Examples of substitution controls might include: 

• substitution of a hazardous substance with a less hazardous substance;  

• substitution of telephone handsets with headsets where there is frequent use of the telephone; and 

• substitution a smaller package or container where a larger or heavier one was previously used to 
reduce the risk of manual handling injuries.  

 

Isolation controls 

If substitution is not possible, employers should consider isolating the hazard from employees or separating 
employees from the hazard. This may be achieved by using separate, purpose built rooms, barricades or 
sound barriers. Isolation removes the hazardous process from the main work area. Examples of isolation 
controls might include: 

• use of a fume cupboard to isolate and store chemicals; and 

• use of remote handling equipment for hazardous substances or procedures such as robotics 
 
NOTE:  Isolation is often considered a sub-set of “Engineering controls” 
 

Engineering controls  

Employers should consider engineering controls as the next option on the hierarchy of controls to minimise 
the risk to an identified hazard. This can include engineering modifications to plant or it may involve a 
change to systems of work. Examples of engineering controls include the: 

• modification to plant;  

• installation of appropriate guarding on machinery; and 

• use of a ventilation system to remove chemical fumes or dust. 
 

Administrative controls  

If the higher controls do not control the risk or cannot be utilised, employers should apply administrative 
controls such as safe work practices. Administrative controls should not be the first option to control the risk 
but can be used if controls higher on the hierarchy of control pyramid cannot be applied or, having been 
applied, do not adequately control the risk.   
Employers should use administrative controls to back up or supplement other more effective control 
measures. It may be necessary to use administrative controls as an interim or short term control measure 
while elimination or minimisation control measures are being evaluated and applied. Examples of 
administrative controls include the use of procedures and instruction and include: 

• regular maintenance programs for plant and equipment;  

• written work procedures for all hazardous tasks and equipment; and 

• a training, education and supervision program for employees/contractors, which includes 
preventative maintenance and housekeeping procedures.  

 

Personal Protective Equipment (PPE) 

PPE should only be used where appropriate and when higher order controls are not practicable or 
adequately effective. PPE is often used in combination with other control measures as a final barrier 
between the employee and the hazard. PPE does not control the hazard at the source and relies on 
behaviour modification and correct use of the equipment to be successful.  The PPE purchased must be the 
right type for the task at hand, if unsure read the material safety data sheet (MSDS) or seek assistance for 
the OHS unit.  PPE must be maintained according to the manufacturer’s instructions (Safety Standards 
Regulations 6.19(4) and (5)).  Employers should ensure that employees and/or contractors are trained in 
the correct use and maintenance of the PPE and that supervision is provided to ensure compliance with the 
training and instruction.  

 
 


