WIS2 Operations:
Operating a WIS2 Node &
I the role of GISC in WIS2




Introduction

As of the operational phase of WIS2 in 2025, the role of WIS Centres* has evolved

» NCs and DCPCs operate WIS2 Nodes to share their data

» GISCs provide support for WIS2 to all NCs and DCPCs in their Area of Responsibility

*WIS Centres types:
T - Global Information System Centre (GISC)
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F4 - Data Collection or Production Centre (DCPC)




Operating a WIS2 Node: security recommendations

The WIS2 node is composed of 2 endpoints that need to be exposed over the public Internet:
* MQTT broker: to publish WIS2 notifications for metadata and data
* HTTP endpoint: to enable the download of data files and metadata records
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Catalogue
Security recommendations:
- Only open ports for HTTP and MQTT to external connections
I = (&Y WIS2 Node ‘JI: Global Broker - Read-only access to HTTP and MQTT
l - Encrypt HTTP and MQTT using TLS
- ' - Use firewall limit access to trusted incoming connections
— Global Cache (Global Services and local partners)
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Operating a WIS2 Node: hosting considerations

o . . . .
— hosting services provided by local servers
) * managed by local IT service
ged by
* accessible over the local network
ON-PREMISE
VS
* hosting services provided by remote servers
* managed by a 3" party
.
* accessible over the Internet
CLOUD

Public Cloud: Remote servers hosted by commercial cloud service providers,
for example: Amazon Web Services, Microsoft Azure or Google Cloud Platform

Private Cloud: Remote servers hosted in a private data centre, for example:
European Weather Cloud or GISC Casablanca
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o Vet WIS Centres with limited IT capacity are advised to use (private) cloud




Network and security

Traffic of your WIS2 node needs to be routed to a
public IP address

public IP address
Incoming connections limited to MQTT and HTTP ports

Cloud: use cloud interface to request a public IP address
and manage the allowed incoming connections via
security groups

On-premise: work with local IT/Network Team to provide
public IP address and manage routing and firewall
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Setting up a web address for your WIS2 Node

An FQDN (Fully Qualified Domain Name) specifies the

web address for your WIS2 Node public IP address  Fully Qualified Domain Name

Coordinate with your IT/Network Team:

 Choose a specific subdomain for your WIS2 node on
your organization primary domain: e.g wis2node.knmi.nl

* Requestto create a DNS record pointing the subdomain
to the public IP address of your WIS2 Node
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TLS/SSL Certificates for HTTP and MQTT encryption

Use TLS/SSL certificates to encrypt your data and

ensure clients can validate the identify of your host oublic IP address  Fully Qualified Domain Name
Purchase an TLS/SSL certificates from a trusted Certificate ) @
Authority (CA) or use a free CA like Let’s Encrypt @ 2

TLS/SSL certificates can be installed in a proxy routing the
HTTP traffic from your wis2box-host to the public Internet https | mqtts

wis2box can use TLS/SSL certificates installed in your host
(see wis2box documentation)

routing &
firewall
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Network isolation

A WIS2 Node is ideally hosted in a DMZ (DeMilitarized Zone) to isolate the
WIS2 external-facing services from the internal network

DMZ
= ®| (<
== =
Web MQTT .
Public
Internal server broker internet

Network

2 WIS2 Node

19502025 (Y
i ‘ll

‘g‘(‘f METEOROLOGICAL SCIENCE for ACTION

E WORLD
# ORGANIZATION o




Operating a WIS2 Node: Maintenance and monitoring

Host monitoring:

* Uptime
_
s * Internetaccess
oo
——5a g, ° CPUandmemory
'-.’o

* Disk usage

Software updates:

* WIS2 Node software (e.g. wis2box, IBL MW ...)
l"

* host operating system

* any other software dependencies

WIS2 Node configuration updates:

A
)
A

Datasets and associated discovery metadata

Station list and associated WIGOS station metadata

¥
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Regularly review data quality of published data
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WIS2 Operation Model &
I the role of GISCs in WIS2




The role of GISCs in WIS2

As of the operational phase of WIS2 in 2025, the role of WIS Centres has evolved

» NCs and DCPCs operate WIS2 Nodes to share their data

» GISCs provide support for WIS2 in their Area of Responsibility :
v' Support NCs and DCPCs to establish their data sharing on WIS2
I v Perform WIS2 Node Assessment prior to WIS2 Node registration in Global Registry
v' Ensure the smooth operation of data exchange in WIS2, using the Global
Monitoring tools and participating in the GISC Watch

For Designation Procedures for WIS Centres see:
Manual on WIS, Volume |, Part |ll, Page 16

() L ionicn s o For list of current NC/DCPC and affiliated GISC see:
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T https://community.wmo.int/en/wis-centres



https://library.wmo.int/idviewer/35315/16
https://community.wmo.int/en/wis-centres
https://community.wmo.int/en/wis-centres
https://community.wmo.int/en/wis-centres

WIS2 Node Assessment

The principal GISC verifies that the WIS2 Node is compliant with WIS2 requirements.
This assessment includes:
* Verification of compliance of the topics used by the centre with the WTH
specification;
* Verification of compliance of the notification messages with the WIS2 Notification
I Message (WNM) specification;
* Verification that the data server is correctly configured and properly functioning;
* Verification that the Message Broker is correctly configured and properly functioning.
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Guide to the WMO Information System, Volume Il (WMO-No0.10161), page 29



https://library.wmo.int/viewer/69130/?offset=#page=29
https://library.wmo.int/viewer/69130/?offset=#page=29
https://library.wmo.int/viewer/69130/?offset=#page=29

GISC Dashboards

Global Monitoring provides dashboards for GISCs to monitor WIS2 Operations:

1) Q Search or jump to... ctrl+k @ AN

= Home > Dashboards > wis2-gisc > wis2-gisc-GB ¥ m @ Last24hours v @ & ~ -
GIsc | All ~ centre_id | All gb_report_id | fr-meteofrance-global-broker ~

Global Cache (Data) & Global Discovery Catalogue (Metadata) [

+ GB for GISCs
Yr Notification Messages (GISC: All, centre: All, report by: fr-meteofrance-global-broker)

WIS2 Nodes Total Messages Publishing Without Metadata Using Invalid Message Format Using Invalid Message Topic Silent (no msg over selected r...

82 26 4 1 3

WI52 Nodes Total Messages Publishing Without Metadata Using Invalid Message Format Using Invalid Message Topic WIS2 Nodes disconnected
centre_id Received Published centre_id No Metadata %Total received centre_id Invalid %Total received centre_id Invalid %Total receivi centre_id Is-connected
ca-eccc=-msc 1096764 1068713 sg-mss 850233 100.00% br-inmet 43 0.28% sg-mss 2948 0.3f bf-anam No
de-dwd-gts-to-wic 1022631 1013540 int-ecmwf 85344 4648.72% kr-kma 13 0.23% cg-met No
sg-mss 850233 657 us-noaa-synoptic 52147 100.00% ru-aviamett 3 0.04%
jp-jma-gts-to-wisz 288318 236177 na-meteona 12858 4173.38% uk-metoffic 1 0.03%
us-noaa-synoptic 52147 49452 ir-irimo 7929 77.36%

se-smhi 24819 24653 jp-jma 4054 100.00%




GISC Watch

New GISC Watch monitoring procedure launched in April 2025
* replacing the WIS1 Watch, which had been active from 2017 through 2024

New version of GISC Watch Guide (under development) adapting procedures
originally developed for WIS1 to WIS2
GISC Watch follows-up on issues using the WIS2 Incident Management System

Dashboards ¥ Projects ¥ Issues ¥ Boards v Create

(Of wis2 ms All issues  switch filter ~
Assigned Issues Not Displayed on Dashboard and Filter E... a
+ Create board WIS2 IMS / WI-78
o
g w-s2 n P
lssues Mo recommended data from GT5-to-WI52 gateway DWD. GB USA - Messag es mlSSIng
22 Reports g w-e ] # tdit  Q Add comment  Assign  More ¥ m
All GBs have been unable to receive any messages from ...
£y Releases - :
g wieo Details
i‘s.l Components Daily archive of Canada's GDC is outdated Type: E Incident
o ~ -
g W Priority: Medium
. . S - Labels: Mone
update of WCMP2 records in GDC with valid time.resoluti...
B w-s o
1950-2025 GB USA - Messages missing Description
) um ‘l" It looks like there in no message on origin/a/wis2/# since
g‘l E \JE)TFELODROLOGICAL o :CTION B w7 lunchtime today on the US GB.
", or - -
5- ; : . - GISC and GB Brazil are disconnected
‘L’“" ORGANIZATION I \Il’ The attached image shows the difference in term of
B w-76 messages received.

DWD Gateway

Can this be looked at ?


https://wmo-im.github.io/wis2-operation/wis2-gisc-watch-guide.html
https://wmo-im.github.io/wis2-operation/wis2-gisc-watch-guide.html

GISCs support NCs and DCPCs in their WIS2 implementation
GISCs perform WIS2 Node assessment prior to registration in the Global Registry

GISCs continuously monitor WIS2 operations using Global Monitoring dashboard
I and participate in GISC Watch to follow-up on issues

New Expert Team in WIS2 “ET-WISOP” brings together all GISCs representatives
to work consistently and coherently toward successfully implementing WIS 2.0
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