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Registering an
Alerting Authority

The title of this a presentation is “Registering an Alerting Authority”.

This presentation is designed to be part of a series of training sessions
that cover various aspects pertaining to CAP-enabled alerting systems.

The recommended pre-requisite for this session is “Introducing CAP”,
CAP-101. In that session, you learned that alerting information in the CAP
format is often available via “news feeds”

on the Internet or other delivery services.

CAP alerts are of interest not only to emergency management offices but
to many other individuals and organizations involved

in evaluating hazard threats, reporting, alerting, dispatching, or otherwise
dealing with the effects of emergency situations.

Yet, potential receivers of alerts need a mechanism to help them discover
these news feeds as sources of alerting information.

In this session, we will address only alerting authorities that are endorsed
by governments as “official” sources.

In keeping with ITU and WMO recommendations, alerting authorities that
are endorsed by governments should have their alerting information
sources and/or CAP news feeds registered at least

in the international Register of Alerting Authorities.

Let's look at what will be covered in this session specifically.
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NCAP Learning Objectives

On completion of this session, you should be able to:

1. Describe how a source of CAP alerts differs from a
register of alerting authorities.

2. State why it could be useful to have registered entries
for official alerting authorities.

3. Describe who can edit alerting authority entries in the
international Reaqister of Alerting Authorities.

4. List some characteristics of alerts from a particular
authority as they would be found in the Register of
Alerting Authorities.

5. Describe how one can stay current with changes to the
international Register of Alerting Authorities.

6. Give an example use for an ‘object identifier' as would
be found in a CAP alert.

CAP 102 - Registering an Alerting Authority 2

Here are the Learning Objectives for this session.
On completion of this session, you should be able to:

1. Describe how a source of CAP alerts differs from a register of alerting
authorities.

2. State why it could be useful to have registered entries for official
alerting authorities.

3. Describe who can edit alerting authority entries in the international
Register of Alerting Authorities.

4. List some characteristics of alerts from a particular authority as they
would be found in the Register of Alerting Authorities.

5. Describe how one can stay current with changes to the international
Register of Alerting Authorities.

6. Give an example use for an 'object identifier' as would be found in a
CAP alert.
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NCAP Presentation Outline

102.1 Characterizing an Alerting Authority
102.2 Identifying Alerting Authorities and
Alert Messages

102.3 Maintaining the International Register
of Alerting Authorities

102.4 Tracking Changes to Entries in the
Register
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Here is an outline of the major topics in this presentation.

The first topic is titled: Characterizing an Alerting Authority.
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WCAP Why is a Register Needed?

e Aggregators and other intermediaries may lack direct
knowledge needed to distinguish authoritative sources

¢ This lack becomes more critical as alerting makes more
use of large public networks (e.g., the Internet)

¢ The Register of Alerting Authorities is a reference that
addresses that knowledge gap

¢ Each Register entry asserts that a particular source
of alert messages is regarded as authoritative for
particular categories of hazards over a particular area
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The need for this register may be fairly obvious.

For instance, aggregators of alerts (such as Google), and other
intermediaries (such as journalists), may lack the direct knowledge
needed to distinguish an authoritative source of alert messages.

This lack is becoming even more critical as alerting makes more use of
large public networks. Because of their sheer size, such networks
encompass many more providers. It has now become impossible to know
the sources personally, as one might have in a single city.

The international Register of Alerting Authorities is a reference that
addresses that knowledge gap. It is similar in function to a referral service:
you can have a certain degree of trust in the source because you trust the
one who gave the referral.

Each Register entry asserts that a particular source of alert messages is
regarded as an authoritative, and describes the particular categories of
hazards and the usual alerting area.

Let me note here that each assertion stands on its own merit.
It is possible for different register entries to make conflicting assertions,
and that situation is fairly common.

For instance, an earthquake in Japan was reported initially by the USGS
as magnitude 8.9 and by the Japan Meteorological Agency

as magnitude 8.8. Both agencies are valid authorities for the earthquake
hazard type. And, in the case of earthquakes in Japan they both post
alerts for the same area. (BTW, both later agreed on a revised magnitude
9.0.)
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WCAP The Register of Alerting Authorities

» Established by WMO (Public Weather Services)
and ITU-T (using the OID register)

 Identifies officially recognized alerting
authorities, asserted by WMO Members
(treaty among 185 nations and 6 territories)

» Register has categories of alert messages,
plus URL's for forecasts and CAP messages

e Users of alert messages and others can
subscribe to a news feed to stay current
with any changes to the Register

CAP 102 - Registering an Alerting Authority 5

The Register of Alerting Authorities was developed by WMO in
collaboration with The INternational Telecommunication Union (ITU).

WMO is a treaty-level international organization currently comprised of
191 Members (185 nations and 6 territories). WMO Members are
represented by Permanent Representatives (PRs). Register entries can
only be added or changed by an editor designated by the PR.

These PR’s are from National Meteorological and Hydrological Services.
Many of these services have operational responsibility as a national
alerting authority for weather and related hazard threats. Also, given that
the bulk of public alerting messages today concern weather-related
threats, their public alerting infrastructures are often used for other kinds
of hazard threats. So, alerting authorities designated by WMO PR’s
makes a good base for alerting authorities worldwide.

Each entry in the register indicates the category types of the alert
messages and the typical alerting area. There is an optional text entry to
describe the law or policy basis of the authority. The entry can also give
URL's linking to forecasts as well as alert messages.

Aggregators of alert messages and others can subscribe to a news feed
to stay current with any changes to the register.
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WCAP Register Entries

» Alerting authority could be any nationally
authorized organization

» Each Register entry asserts a particular
source of alerts as authoritative

* Register may includes URL for forecasts
and URL for CAP messages

* Aggregators of alert messages and others
can subscribe to a news feed to stay current
with any changes to the register
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In the international Register of Alerting Authorities, nations and certain
institutions are expected to enter the alerting authorities that are officially
recognized.

The entries are made only by the official national representative to the
World Meteorological Organization. Although representatives to WMO are
heads of meteorological and hydrological services, each represents their
entire nation.

Therefore, entries In the international Register of Alerting Authorities
should include all alerting authorities in that nation, not just those who
deal with weather and water alerts.

Each entry can also give a usual area of alerting and URL's for relevant
forecasts and CAP messages.

Aggregators of alert messages and others can subscribe to a news feed
to stay current with any changes to the international Register.
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This is the OID tree at the node for alerting authorities of countries. I've
shown the pull-down list of the 185 countries that are WMO Members.

Here we can see that alerting authority OIDs registered for the US will all
start with 2.49.0.0.840 because the ISO 3166 code for the US is 840.
Cuba has 192 for its country code.
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WMO Register of Alerting Authorities [ home ]

OID: 2.49.0.0.840.0 WMO Member: United States of America ISO 3166: US USA 840

alerting authority.
Map

&

This is a screen shot of a USA alerting authority, specifically NOAA’s
National Weather Service.

Here the elements of the register entry are shown as editable fields. This
Is only available to designated editors who have entered the Register with
their personal password.

The first thing you may notice is the “OID” (object Identifier) in the upper
left corner, which I'll describe in a little while.

We see listed here each of the hazard categories for which

NOAA issues alerts: Geophysical, Meteorological, Fire, Health,
Environment, and CBRNE (Chemical, Biological, Radiological, Nuclear or
high-yield explosive).

Next we see that NOAA provided a text description regarding the basis of
their alerting authority. We’'ll get to that a little later also.

In the case of NOAA’s National Weather Service, there is already
a CAP feed so we see here the URL for that next.

We also see that forecasts are made available thorough the World
Weather Information Service, at the URL shown on the next line.

On the map we also see the typical alerting area for this alerting authority.
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NCAP Presentation Outline

102.1 Characterizing an Alerting Authority
- 102.2 Identifying Alerting Authorities and
Alert Messages

102.3 Maintaining the International Register
of Alerting Authorities

102.4 Tracking Changes to Entries in the
Register
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Again, here is the presentation outline and the next topic is titled:
Identifying Alerting Authorities and Alert Messages
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!\\CAP Administrative Procedure for

Registering WMO Alerting Identifiers

PWS-20 WMO/TD No. 1556

¥ S

http://www.wmo.int/pages/prog/amp/pwsp/documents/AIR PWS-20.pdf
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This is the cover of the WMO Technical Document describing the
procedure for registering alerting identifiers.

10
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I'd like to elaborate now about that “OID” | pointed out in the record.

The Register of Alerting Authorities follows Recommendation
ITU-T X.660, which concerns Registration Authorities and Object
Identifiers. The tree of OIDs has been maintained by ITU and ISO
for many years. It continues to be used extensively in all manner
of standards and telecommunications work globally.

Here is a screen shot of the root of the alerting nodes in that tree.

As | noted, each of our Register entries provides information about an
official alerting authority. This authority would typically be subordinate to a
national entry, but a PR can also designate in the Register other
organizations that are not tied to a particular nation.

In addition to the OID for the information we were just looking at
(information about an alerting authority), each entry also gets an

OID that can be used for globally unique identifiers of alert messages.
This means that anyone encountering an alert message with an OID,
regardless of its language, can immediately determine which official
alerting authority originated the alert.

11
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This is the OID tree at the node for alerting authorities of countries. I've
shown the pull-down list of the 185 countries that are WMO Members.

Here we can see that alerting authority OIDs registered for the US will all
start with 2.49.0.0.840 because the ISO 3166 code for the US is 840.
Cuba has 192 for its country code.

12
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This screen is just showing that a US entry in the OID tree links back to
the international Register of Alerting Authorities.
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NCAP Presentation Outline

102.1 Characterizing an Alerting Authority
102.2 Identifying Alerting Authorities and
Alert Messages

» 102.3 Maintaining the International Register
of Alerting Authorities

102.4 Tracking Changes to Entries in the
Register
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Back to the presentation outline, where the next topic is shown as:
Maintaining the International Register of Alerting Authorities

14



CAP-102 Registering an Alerting Authority

|
'QCAP Maintaining the International Register

 WMO sent letter all PR’s in Nov 2009
describing the Register

* PR’s responded by designating an editor
to maintain Register records for all alerting
authorities asserted by the Member

» The designated editor is approved by
WMO/PWS and selects a password

» Each editor maintains Register entries
on behalf of the Member
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A Letter was sent to all PR’s with WMO in November 2009 describing the
Register of Alerting Authorities. PR’s responded

by designating an “editor” to maintain the Register records for

all alerting authorities asserted by the Member.

The designated editor is then approved by WMO/PWS, and
he or she selects a personal password. That editor then maintains the
Register entries on behalf of the WMO Member.

As of December 2014, the Register of Alerting Authorities had records for
254 alerting authorities across 195 countries/territories and two
organziations.

There is at least one editor officially designated by each of 124 WMO
Members for their alerting authority records.

There are now 131 officially designated and approved Register editors.

15
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NCAP Presentation Outline

102.1 Characterizing an Alerting Authority
102.2 Identifying Alerting Authorities and
Alert Messages

102.3 Maintaining the International Register
of Alerting Authorities

- 102.4 Tracking Changes to Entries in the
Register
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The final topic of this presentation is titled:
Tracking Changes to Entries in the Register

16
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MYV dRSS Feed for Changes in Register

<rss version="2.0" xmins:georss="http:/ /www.georss.org/georss"
xmins:cap="urn:oasis:names:tc:emergency:cap:1.1">
- <channel>
<title >World Meteor i or ization (WMO) i of Alerting Authorities </title>
<ink>http:/ /www-db.wmo._int/alerting/rss.xxml</link>
<description >WMO mainta his register of s by WMO concerning
the scope of official alerting authorities and locations of online sources. </description>
<language>en-us</language >
<pubDate>Fri, 11 Mar 2011 13:14:14+01:00 GMT</pubDate>
<lastBuildDate >Fri, 11 Mar 2011 13:14:14+01:00 GMT</lastBuildDate>
<docs>http:/ /blogs.law_harvard.edu/tech/rss</docs>
<managingEditor>achristian@usgs.gov</managingEditors
bMaster >echristi gov</webMaster>
— <item:=>
<title >United States of America: National Oceanic and Atmospheric
Administration </title>
<link>http:/ /www-db.wmo.int/alerting /authorities.asp2recld=177 </link >
<description>A WMO Member [United States of America] identifies National Oceanic
and Atmospheric Administration as an alerting authority for hazard threats of
these CAP categories: Geo Met Fire Health Env CBRNE. </description >
<pubDate>Fri, 11 Mar 2011 13:14:14+01:00 GMT</pubDate>
<guid>urn: 9.0.0.840.0 </guid >
<author>echristian@wmo.int</author>
<category domai itu.int/rec/T-REC-X.1303/en">Geo </category »
<category domai u.int/rec/T-REC-X.1303/en’ >Met</category >
<category domai u.int/rec/T-REC-X.1303/en">Fire </category >
<category domai u.int/rec/T-REC-X.1303/en">Health </category >
<categery domain="http://www.itu.int/rec/T-REC-X.1303/en'>Env</category>
<category domain="http://www.itu.int/rec/T-REC-X.1303/en" >CBRNE </category >
<capicategory>Geo</cap:category>
<cap:category>Met</cap:category>
<cap:category>Fire</cap:category>
<cap:category >Health </cap:category>
<cap:category>Env</cap:categorys>
<cap:category >CBRNE </cap:category >
<fitem=
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Aggregators of alert messages and others can subscribe to
a news feed to stay current with any changes to the register.

When any register record changes, the news feed is
re-generated in both RSS and Atom formats.

The news feed shows the most recent change first.

17
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RSS Feed for Changes in Register
http://www-db.wmo.int/alerting/rss.xml

‘World Meteorological Organization (WMO) Register of Alerting Authorities Displaying 222/222
You are viewing a feed that contains frequently updated content. When you subscribe 1o a feed, it is added to
the Common Feed List. Updated information from the feed is automatically downloaded to your computer and can
be viewed in Internet Explorer and other programs. Learn more about feeds. Al 2
4 Subscribe to this feed Sort by:
~ Date
Title
Kenya: Kenya Meteorological Department Author
Today, April03, 2012, 233119 PM | smuchemi@wmodint ¥

Filter by category:
A WMO Member [Kenya] identifies Kenya Meteorolagical Department as an alerting autherity for hazard threats of these

CAP categories: Geo Met Fire. CBRNE a1
Env 54
Fire 58
Switzerland: MeteoSwiss Geo 76
Health 41
Friday, August 19, 2011, :06:51 AM | christoph.sc e 72
A WMO Member [Switzerland] identifies MeteoSwiss as an alerting authority for hazard threats of these CAP categories: Safety 1
Met. Transpart 1

Hungary: VITUKI

Tuesday @wma.int F
A WMO Member [Hungary] identifies VITUKI as an alerting authority for hazard threats of these CAP categories: Met
Safety Transport.

9, 2011, 11:06:48 AM | smuch
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Here is a typical browser view of the news feed for the Register.

18



CAP-102 Registering an Alerting Authority

2.0" xmlns:georss:
"urn:oasisinames:t

<rss hetp://www.georss.org/georss”
>

mergency:capil.1

i
This

MO Members.

fesd is ex to offici

nevs

This index file does

To obtain alert messages, follow
Jpdates to this feed ocour vhene

Intermediaries

source records referenced. In
should subscribe to this feed
——>

<channel>

(WO,
<link>http://www-db.wmo.int/alerting/rss.xml</link>
<description>WMO maintains this register of statements by WMO Members
concerning the scope of official alerting authorities and locations of online sources.</des

<title>World Meteorological Organization

<language>en-us</language>
<pubDate>Tue, 03 Apr 2012 18:33:1% GMI</pubDate>
<lastBuildDate>Tue, 03 Apr 2012 18:33:19 GMI</lastBuildDate>
<docs>http://blogs.law.harvard. edu/tech/rss</docs>
<managingBditor>smuchemi@wmo. int</managingBditors>
< iGwmo. int</
<item>
<title>Kenya: Kenva Meteorological Department</title>
<link>nttp://www-db.wmo.int/alerting/authorities.asp?recId=80</link>
<description>h WMO Member [Kenya] identifies Kenya Meteozological
<pubDate>Tue, 03 Apr 2012 18:33:19 GMT</pubDate>
<guid>urnioidi2.49.0.0.404.0</guid>
<author>smuchemi@wmo. int</anthors
<category domai tep://www.ita.int/rec/T-REC-X.1303/=

">Ge0</category>

<cap: category>M=t</cap: category>
<cap: category>Fire</cap:category>

<cap:area>

<cap:geocode>
<cap:valueName>130-3166-1-alpha-2</cap:valueName>
<cap:value>KE</cap:value>

</cap:geocode>
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RSS Feed (View Source)

Register of Alerting Authorities</title>

Department as an alert

<cap:polygon»6.27,32.65 -5.27,32.65 -5.27,43.20 6.27,43.20 6.27,32.65</cap:polygon>

19

This is the “View Source” of the XML for the same RSS feed | just showed

19
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NCAP Review of Key Points

» Characterizing an Alerting Authority

* Identifying Alerting Authorities
and Alert Messages

* Maintaining the International
Register of Alerting Authorities

» Designating Editors of the Register

» Tracking Changes to Entries
in the Register
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Let's review the key points of this session:

» Characterizing an Alerting Authority

* Identifying Alerting Authorities and Alert Messages

» Maintaining the International Register of Alerting Authorities
* Designating Editors of the Register

» Tracking Changes to Entries in the Register

20
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MY\d  What have you learned?

1. Describe how a source of CAP alerts differs from a
register of alerting authorities.

2. State why it could be useful to have registered entries
for official alerting authorities.

3. Describe who can edit alerting authority entries in the
international Register of Alerting Authorities.

4. List some characteristics of alerts from a particular
authority as they would be found in the Register of
Alerting Authorities.

5. Describe how one can stay current with changes to the
international Register of Alerting Authorities.

6. Give an example use for an ‘object identifier' as would
be found in a CAP alert.
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What have you learned?

1. Describe how a source of CAP alerts differs from a register of alerting
authorities.

2. State why it could be useful to have registered entries for official
alerting authorities.

3. Describe who can edit alerting authority entries in the international
Register of Alerting Authorities.

4. List some characteristics of alerts from a particular authority as they
would be found in the Register of Alerting Authorities.

5. Describe how one can stay current with changes to the international
Register of Alerting Authorities.

6. Give an example use for an 'object identifier' as would be found in a
CAP alert.
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NCAP Reference Links

e CAP Information Site by WMO
Public Weather Services (PWS)

« WMO PWS CAP Jump Start Offer

e OASIS Emergency Management
Technical Committee

* International Reqister of Alerting Authorities

* Google Public Alerts
* Intro to CAP (10-minute video) YouTube FTP
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Here are some key reference links concerning CAP.
This concludes my presentation.
Thank you for your attention.

22
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