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Implementing a 
Source of CAP Alerts 

The title of this presentation is “Implementing a Source of CAP Alerts”. 
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Alerting about Threats and Events

CAP

Remember this diagram—it shows CAP as a standard form for certain 
information on just about any kind of hazard threat or event. 

The key requirement of CAP-enabled alerting is that alerting authorities 
disseminate alerting information in CAP format. 
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Learning Objectives

On completion of this session, you should be able to:
1. Explain how to implement a set of CAP alert files that 

is publicly accessible on a given Internet host source. 
2. Describe the significance of CAP versions and profiles, 

and how a CAP alert XML file can be validated against 
a particular XML Schema. 

3. List some organizations that have implemented 
CAP and can be contacted for advice on implementing 
sources of alerts.

4. Describe an example situation wherein access to 
CAP sources might be restricted to access only 
within the local emergency management community.

5. Give an example of how an authorized user could be 
authenticated for access.

6. Describe how users would have secure access to 
CAP alert sources.

Here are the Learning Objectives for this session.
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Presentation Outline

105.1 Putting CAP Alert Files 
on a Public Internet Host

105.2 Validating CAP by 
Schema Version and Profile

105.3 Security, Authorization 
and Authentication

105.4 Dissemination Options Beyond 
Web Browser Access 

Here is an outline of this presentation.

The first topic is titled: Putting CAP Alert Files on a Public Internet Host

We’ll start by making a CAP alert by simply editing a text file.
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Example Alert: Power Failure

• For this example, the alerting situation is a Power Failure
• Copy text from an EM template for CAP “headline”, 

“description” and “instruction” elements

Remain calm. There is NO need for an evacuation. 
Drive carefully as traffic lights might be off. Turn off 
air conditioners and heavy machinery. Follow 
instructions from local authorities and listen to 
news media for further information. 

instruction

[LOCATION] is experiencing power failure. All 
buildings and facilities are affected. 

description

Electrical power failure at [LOCATION]headline

For this example, we’ll assume the alerting situation is a power failure.

We have a collection of templates giving text to be used in three of the 
CAP alert elements.

Here, we need to insert the Location applicable to the alert.  

headline: Electrical power failure at [LOCATION]

description: [LOCATION] is experiencing power failure. All 
buildings and facilities are affected. 
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Describing the Alert Area (text)

Use text to describe the alerting area
[LOCATION] in the template, 

CAP element “capAreaDesc” 

Geneva, airport to lake and river, is experiencing 
power failure. All buildings and facilities are 
affected. 

description

Electrical power failure at Geneva, airport to lake 
and river.

headline

Geneva, airport to lake and rivercapAreaDesc

In my example, the power failure has affected a part of Geneva. Here is 
descriptive text for that area: “Geneva, airport to the lake 
and river”.
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CAP Category and Event

power failureevent
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There are 11 values we can select for the CAP “category” element, and 
we can select multiple values if desired. 

Here I have highlighted in yellow the “Infra” (infrastructure) category, 
which is appropriate for a power failure event.

In the CAP “event” element, we will just enter the words “power failure”.
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CAP Urgency, Severity, Certainty

UnknownUnknownUnknown

UnlikelyMinorPast

PossibleModerateFuture

LikelySevereExpected

ObservedExtremeImmediate

CertaintySeverityUrgency

Now we also need to select values for each these three elements:
- urgency (time available to prepare) 
- severity (intensity of impact)
- certainty (confidence in the observation or prediction)

From the CAP Data Dictionary, the values for urgency are:

“Immediate” - Responsive action should be taken immediately
“Expected” - Responsive action should be taken within the next hour
“Future” - Responsive action should be taken in the near future
“Past” - Responsive action is no longer required

The values for severity are:

“Extreme” - Extraordinary threat to life or property
“Severe” - Significant threat to life or property
“Moderate” - Possible threat to life or property
“Minor” – Minimal to no known threat to life or property

The values for certainty are:

“Observed” – Determined to have occurred or to be ongoing
“Likely” - Likely (p > ~50%)
“Possible” - Possible but not likely (p <= ~50%)
“Unlikely” - Not expected to occur (p ~ 0)

In my example, the power failure has already begun, so we select
“immediate” for urgency. The power failure is expected to be minimally 
disruptive, so we select “minor” for severity. And, for certainty we select 
“observed” because this is not a prediction but a report of an observed 
situation.
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CAP Status, MsgType, Scope

Error

Ack

Cancel

Update

Alert

MsgType

Private

Restricted

Public

Scope

Test

System

Exercise

Actual

Status

These next three elements will usually be set the same way. 

• for status we select “actual” because we assume our example message 
is not an exercise, part of the system reporting, or a test. 

• for msgType we select “alert” because this alert is not modifying any 
previous alert 

• for scope we select “public” as distinct from restricted to a particular 
audience or private to a particular individual.
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CAP Identifier, Sender, Sent

• Identifiers of alerts from official alerting authorities 
should start with urn:oid:2.49.0.1

• This example alert is from Switzerland (ISO 3166 
country code 756), specifically SIG, the Swiss 
utilities company (pretend registered as 756.1)

2015-09-22T06:30:00+02:00sent

power-outage@en.sig-ge.chsender

urn:oid:2.49.0.1.756.1.2015.09.22.8.30.00identifier

Identifiers of alerts from official alerting authorities should start with 
“urn:oid:2.49.0.1”, followed by the specific identifier of the registered 
alerting authority.

This example alert is from Switzerland, country code “756”, and it is 
issued by SIG (the Swiss utilities company), which we pretend is
registered as “756.1”.

Appended to the unique identifier, here we have the date and time the 
alert is issued: September 22, 2015, at 8:30 am local time.

For the sender element, we use an e-mail address.

For the sent element, we provide the date and time issued, here in UTC 
(2 hours earlier than Geneva). 
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<?xml version="1.0" encoding="UTF-8"?>
<cap:alert xmlns:cap="urn:oasis:names:tc:emergency:cap:1.1">
<cap:identifier>urn:oid:2.49.0.1.756.0.2012.10.20.8.30.00</cap:identifier>
<cap:sender>eliot.christian@meteoswiss.ch</cap:sender>
<cap:sent>2012-10-20T08:30:00-00:00</cap:sent>
<cap:status>Actual</cap:status>
<cap:msgType>Alert</cap:msgType>
<cap:scope>Public</cap:scope>
<cap:info>

<cap:category>Infra</cap:category>
<cap:event>power failure</cap:event>
<cap:urgency>Immediate</cap:urgency>
<cap:severity>Minor</cap:severity>
<cap:certainty>Observed</cap:certainty>
<cap:senderName>Eliot Christian</cap:senderName>
<cap:headline>Electrical power failure at Geneva, airport to lake and river.</cap:headline>
<cap:description>Geneva, airport to lake and river, is experiencing power failure. 

All buildings and facilities are affected. </cap:description>
<cap:instruction>Remain calm. There is NO need for an evacuation. Drive 

carefully as traffic lights might be off. Turn off air conditioners and
heavy machinery. Follow instructions from local authorities and

listen to news media for further information.</cap:instruction>
<cap:area>

<cap:areaDesc>Geneva, airport to lake and river</cap:areaDesc>
</cap:area>

</cap:info>
</cap:alert>

Putting together these values we selected, here is the CAP alert in its 
XML format. This can be just entered with any text editor and then saved 
with a file extension of “.xml”. 



12

CAP-105 Implementing a Source of CAP Alerts

CAP 105 - Implementing a Source of CAP Alerts 12

Putting Your Alert on a Web Site

To add the draft alert to a Web site, 
you could simply add a hyperlink to it:
<a href=“cap-2015-09-22-08-30-00.xml”>
Geneva Power Outage Alert (2015-09-22 08:30)</a> 

To add this draft alert to a Web site, you could just add a hyperlink 
to that file.

Here I’ll click on the link to show what your users would see.
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Here is the CAP alert as visitors would see it.

Although this does have all of the information and is important from a 
processing perspective, you do not want visitors to see raw XML.
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To make a CAP alert easier to read by a human visitor, we can add a line 
to the CAP alert to reference an XML Stylesheet.

You may find it’s not too hard to use an example stylesheet and 
customize it for your own site. 
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Presentation Outline

105.1 Putting CAP Alert Files 
on a Public Internet Host

105.2 Validating CAP by 
Schema Version and Profile

105.3 Security, Authorization 
and Authentication

105.4 Dissemination Options 
Beyond Web Browser Access 

The next topic is:

Validating CAP by Schema Version and Profile
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CAP Versions and Profiles

• Two versions implemented widely

• Most common version: 1.1 (2005) ; newest 1.2 (2010)

• Most CAP servers accept 1.1; many accept both 1.1. and 1.2

• Major change from 1.1 to 1.2: two more “responseType” values

NoneMonitorPrepare

AllClearAvoidEvacuate

AssessExecuteShelter

Most CAP servers accept version 1.1; many accept both 1.1. and 1.2. The 
major change from version 1.1 to 1.2 was the addition of  two more 
“responseType” values: “avoid” and “allClear”. 
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Compatibility across Versions

• Pay close attention to the CAP Data Dictionary 
provided in the official specification for the CAP 
version that you are implementing.

• Specification may have compatibility notes, e.g.,  
Version 1.1 has this note for “certainty” element:
For backward compatibility with CAP 1.0, the 
deprecated value of “Very Likely” SHOULD be 
treated as equivalent to “Likely”.

• The namespace attribute of the top-level element 
(“alert”) in the CAP XML specifies the version, e.g.
<cap:alert
xmlns:cap="urn:oasis:names:tc:emergency:cap:1.1">

Pay close attention to the CAP Data Dictionary provided in the official 
specification for the CAP version that you are implementing.

The version of CAP being used is given in the namespace attribute of the 
top-level element (“alert”) in the CAP XML.
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CAP Profiles

• In addition to conformance with a CAP version, an 
alerting authority may be required to also make alert 
comply with a CAP Profile

• A Profile puts additional constraints on a CAP alert, 
but first the CAP alert MUST be valid to a CAP version

• CAP Profile examples: U.S. Integrated Public Alert and 
Warning System (IPAWS), Canadian Profile, Australian 
Profile, German Profile, etc.

• A set of good practice recommendations about CAP 
alerts is also published at Google Public Alerts

In addition to complying with a CAP version, an alerting authority may be 
required to also make its alert comply with a CAP Profile.

In the case of Canada, for instance, the CAP Profile addresses the 
requirement for alerts to be in French as well as English.

A Profile puts additional constraints on a CAP alert, but first the CAP alert 
MUST be valid to a CAP version.  

A set of good practice recommendations about CAP alerts is also 
published at Google Public Alerts.
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Assuring Your Alert is Valid CAP 

• Because the CAP alert is represented in XML, the tools 
of XML are used to assure that the content is correct

• The first check is whether the CAP alert file conforms 
to the rules for “well-formed” XML

• The CAP alert file must also conform to rules given 
in the XML Schema for the CAP version

• A CAP alert file that fails validation can be rejected 
completely (not processed at all)

• ALWAYS VALIDATE CAP MESSAGES

Because the CAP alert is represented in XML, the tools of XML are used 
to assure that the content is correct.

The CAP alert file must also conform to rules given in the XML Schema 
for the CAP version. 

A CAP alert file that fails validation results in an alert NOT sent to many 
people who should have been alerted, so it is very important to always 
validate CAP messages!
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Here is an online validator from Google that supports CAP versions 1.0, 
1.1, and 1.2. 

The Google CAP validator prompts for you to either paste the CAP XML 
directly into the text box or to use the upload link. So, let’s go ahead and 
run this using the CAP alert we just created. 
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Valid!

This CAP alert is well-formed XML and valid as CAP version 1.1.
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Presentation Outline

105.1 Putting CAP Alert Files 
on a Public Internet Host

105.2 Validating CAP by 
Schema Version and Profile

105.3 Security, Authorization 
and Authentication

105.4 Dissemination Options 
Beyond Web Browser Access 

The next topic is:
Security, Authorization and Authentication

Now we are shifting our focus: from a specific alert to more general 
features of the whole alerting system.
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Reliability, Security and Authentication 

• Depending on the alerting (e.g., life-critical, politically 
sensitive), alerting systems might be targeted by 
attempts to disrupt service or to falsify information

• Every alerting authority should have policy, 
procedures, and technology in place to assure  
appropriate reliability and security of its systems 
that support public and private alerting functions

• Certain positions typically require special access 
(e.g., to create or to issue actual alerts) and 
persons in those positions need to be authenticated

Not all alerting systems are life-critical or politically sensitive, but there 
certainly are cases where alerting systems might be targeted by attempts 
to disrupt service or to falsify information. And, all Internet hosts are 
targeted by malware that probes randomly. 

A separate issue concerns alerting systems being overwhelmed even 
without harmful intent. This can occur when a threat or event generate 
broad interest and the alerting host receives a flood of traffic--the same 
effect as a distributed-denial-of-service attack. 

Every alerting authority should have policy, procedures, and technology in 
place to assure  appropriate reliability and security of all systems that 
support its alerting functions. 

We will look at the usual situation where certain positions require special 
access, such as the authority to create or to issue actual alerts. Persons 
who are in those positions need to be authenticated before they are given 
access to restricted functions.
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Roles of Authorized Users

•Tomcat “Web container” can authenticate 
authorized users by requiring a password

•Tomcat “web.xml” defines security roles 
for each application,  e.g. CAP Editor app:
<securityrole>

<rolename>composercap</rolename>
</securityrole>
<securityrole>

<rolename>approvercap</rolename>
</securityrole>

There are many mechanisms to implement security and it is likely that 
your Internet hosting service has particular procedures that must be 
followed. 

A commonly used security mechanism is “container-managed security”
and the most common Web container is Apache Tomcat.

Tomcat has configuration parameters for each application in a “web.xml”
file. This file also defines security roles. 

Here the user must be authenticated as a member in the authorized role. 
That authentication could require a fingerprint scan, a card key, or other 
credentials. 

In my example, we’re assuming that Tomcat is set to perform a password 
challenge.   
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Password Authentication

roles and users defined in tomcatusers.xml file

<tomcatusers>

<role rolename="composercap"/>

<user username="composer@email.com"
password="test" roles="composercap" />

<role rolename="approvercap"/>

<user username="approver@email.com" 
password="secret" roles="approvercap" />

</tomcatusers>

Because the password mechanism is built into the Tomcat Web container, 
the system administrator of the Internet hosting service manages the 
actual list of authorized users in a file known as “tomcat-users.xml”. 

Using this mechanism, whenever someone tries to access the application 
associated with the web.xml file, the host system will produce a dialog box 
with the password challenge .
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Presentation Outline

105.1 Putting CAP Alert Files 
on a Public Internet Host

105.2 Validating CAP by 
Schema Version and Profile

105.3 Security, Authorization 
and Authentication

105.4 Dissemination Options 
Beyond Web Browser Access 

Of course, putting a CAP alert on a Web page is only one among many 
ways that people can be alerted. 

In the next part of this training session, we’ll take a quick look at some of 
these dissemination mechanisms.
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A local “last mile distributor” receiving alert information in CAP format 
needs to convert it for presentation to the public:

Here we want to keep in mind a distinction between "interactive media“ 
and "non-interactive media“. 

With interactive media, message recipients are able to access referenced 
information sources external to the message. With non-interactive media, 
recipients have very limited or no ability to access referenced information 
sources that are external to the message. 

Traditional radio, television, and Fax transmissions are typical of non-
interactive media, 

E-mail and Internet communications are typical of interactive media.
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Alerts over Radio and Television

• An audio alert is far larger 
than its corresponding text

• Send audio files only to distributors 
who must have them; send only 
the languages they will broadcast 

• “crawl text” for television 
cannot exceed 1800 characters 
(total, all languages)

If the alert message must be audio, size is important because audio is 
vastly larger than the corresponding text. For instance, the U.S. 
Emergency Alert System requires that an audio alert message cannot be 
longer than two minutes. This long-standing constraint is built into the 
existing hardware. 

Given that the audio alert message must be of a quality to assure 
intelligibility, such audio files can be megabytes in size, even with 
compression. Accordingly, audio files ought to be transmitted only to 
those distributors who must have them. When alerts are in multiple 
languages, audio files should be packaged so that distributors get only 
those audio files they actually need to broadcast. 

In the case of television, it is common to display an emergency alert as 
“crawl text” that scrolls across the television screen as an overlay to the 
program being broadcast. Receiving devices constrain the crawl text for 
public alert messages to not exceed 1800 characters. 
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Leveraging Text-to-Speech

• Text-to-speech processing can 
generate an audio message using 
relevant text in CAP alert

• If different text-to-speech processors 
produce audio of uneven quality, 
perform text-to-speech at message 
origination rather at “the last mile”

• As quality issues get solved, 
text-to-speech will be a crucial 
technique for alert dissemination 

Alerting equipment and software should be able to generate a quality 
audio message by picking out relevant text in the CAP alert. 

However, different text-to-speech processors produce audio of uneven 
quality. Once the text-to-speech quality issues are solved, text-to-speech 
will become an even more crucial technique to minimize the sizes of alert 
messages and reach everyone at risk. 
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Sending CAP Alerts by E-mail

Here we see a CAP alert being provided as an attachment to an email 
message.
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Text over SMS (Short Message Service)

“Smart phones” can receive full CAP alerts. For other cellular telephones, 
the Short Message Service (SMS) provides a way to receive text alerts 
that originated as CAP. The CAP “headline” element is specifically 
designed to be sent over SMS. 

Here we see an alert for a tornado warning, giving the place and time 
frame, plus a Web reference for additional information. 
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Here we see a service that sends out FAX pages for weather alerts.
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News Feed Example (MS IE)

http://alerts.weather.gov/cap/us.php?x=0 viewed with Microsoft Internet Explorer

For those who have access to the Web, news feeds are the preferred 
dissemination mechanism. 

Here we see a CAP news feed offered by the U.S. National Weather
Service, as it appears to a Web visitor with Microsoft Internet Explorer. 
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News Feed Example (Firefox)

http://alerts.weather.gov/cap/us.php?x=0 viewed with Firefox browser

And here we see the same CAP news feed with the Firefox browser.



35

CAP-105 Implementing a Source of CAP Alerts

CAP 105 - Implementing a Source of CAP Alerts 35

Review of Key Points

• Putting CAP Alert Files 
on a Public Internet Host

• Validating CAP by 
Schema Version and Profile

• Security, Authorization and 
Authentication 

• Dissemination Options 
Beyond Web Browser Access 

These are the Key Points of this presentation:

• Putting CAP Alert Files on a Public Internet Host

• Validating CAP by Schema Version and Profile

• Authorization and Authentication of Users and Editors

• Example of CAP Alert Sources

• Dissemination Options Beyond Web Browser Access 
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What have you learned?

1. Explain how to implement a set of CAP alert files that is 
publicly accessible on a given Internet host source. 

2. Describe the significance of CAP versions and profiles, 
and how a CAP alert XML file can be validated against a 
particular XML Schema. 

3. List some organizations that have implemented CAP and 
can be contacted for advice on implementing sources of 
alerts.

4. Describe an example situation wherein access to CAP 
sources might be restricted to access only within the local 
emergency management community.

5. Give an example of how an authorized user could be 
authenticated for access.

6. Describe how users would have secure access to CAP 
alert sources.

Now that you have completed this session, you should be able to perform 
the objective tasks.
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Reference Links

• CAP References (PrepareCenter.Org)
• CAP Implementations by Country
• CAP Video (10 minutes, made by IFRC)
• CAP Training Courses - contact me

Eliot Christian eliot.j.christian@gmail.com

Here are some key reference links concerning CAP.


